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Abstract—Due to the ever increasing inter-dependency across
a variety of diverse software and hardware components in In-
formation and Communications Technology (ICT) provisioning,
Supply Chain Vulnerabilities (SCVs) targeting such dependencies
have evolved as a primary choice for malicious actors to stealthy
and complex cyber-attacks. The current modus operandi in
the cyber threat spectrum is solely correlated with Advanced
Persistent Threats (APTs) that have shown to be prevalent across
diversified attacks underpinning cyberwarfare, and cybercrime.
Hence, defense against such threats is undoubtedly considered
as a high priority on a global scale. Nonetheless, the reliance
on third-party supply chain software and device across diverse
ICT ecosystems, combined with the current defense mechanisms’
inability to identify specific compromised entry points, results
in an increased risk of APTs. This survey explores the state-
of-the-art to stratify and showcase the properties of supply
chain-based APTs, elaborate on reported risks from such APTs,
and expand on existing defense methods. This study connects
academic research with industry practices to highlight a new and
growing problem. It examines supply chain compromises, offers
unique insight into how these exploitations occur, and equips
cybersecurity practitioners with the knowledge required to design
next-generation APT defense mechanisms.

Index Terms—Advanced Persistent Threats, Supply Chain
Attack, Defense Methods, Classification

I. INTRODUCTION

CCORDING to the latest Mandiant report [1]], most

APTs related to ransomware attacks were orchestrated
via vulnerabilities in third-party supply chain software. The
Worldwide Application Security Project (OWASP) whitepa-
per emphasizes that SCVs attributed to third-party software
dependencies have been ranked as the top vulnerabilities in
large language models [2]. Furthermore, the European Union
Agency for Cybersecurity (ENISA) whitepaper [3|] reported
that twenty-four large-scale cyber-attacks during the period
of 2020-2021 were due to SCVs. Among them, 50% of the
attacks were attributed to APT groups. Since the exposure of
the SolarWinds supply chain attack in 2020 [4], there is a
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growing tendency to exploit SCVs. Because of the stealthy
and widespread impact of supply chain attacks, as noted by
Barr-Smith et al. [5], APTs targeting the supply chain have
worsened the security situation. Therefore, creating effective
and robust defense products and implementing them has
become an urgent priority.

APTs arising from SCVs have not been extensively studied.
It is worth to mention that most supply chain attacks are ‘non-
targeted’, distinguishing them from ‘targeted’ APTs. Existing
studies focus primarily on general APT [6[]-[10], with limited
consideration for the exploitation of the supply chain. The
survey referenced [11] does not address or examine supply
chain attacks. In contrast, research specifically on supply
chain attacks often lacks a thorough analysis of advanced
exploitation techniques [5], [[12]-[15]. To address this gap,
we conduct this survey to explore the techniques used by
these specific APTs and to evaluate the state-of-the-art defense
approaches that can counter them.

We perform a comprehensive literature review that includes
academic and gray literature [16]. The academic literature
review aims to identify current challenges in cyber supply
chain, and state-of-the-art defense methods against supply
chain attacks and APT exploitation. The majority of them are
from top-tier journals (IEEE TIFS, Computers & Security)
and conferences (NDSS, S&P) in the fields of APT detection
and supply chain-based attacks published in recent years. In
contrast, the review of gray literature directs its attention
towards first-hand occurrences and practical industrial scenar-
ios, thereby providing invaluable information. This includes
white papers and reports from research labs and authoritative
organizations like Google and CrowdStrike that detail the
processes of exploiting vulnerabilities. These materials, based
on real-world attack scenarios, provide up-to-date information
and valuable insights from domain experts. The methodology
for selecting the cited materials is provided in Table [ The
main objective is to identify the core techniques used in
supply chain-based APTs to conceal their behaviors, and offer
guidance for efficient and optimized defense safeguards.

The main contributions of this survey are:

o A comprehensive literature review regarding supply chain

attacks and potential APT attacks based on SCVs. We
point out the difference between two groups of attacks.
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TABLE I: Literature Review Methodology

Methods Search Database Keywords Criteria Year Range | Examples
top-tier conference: NDSS, USENIX Security,
Academic | google scholar, supply chain security, core A/A*, core B S&P, CCS, AsiaCCS
Literature | openreview, IEEE Xplore, | Al security/supply chain, — - 2019-2024
ACM, Springer APT detection high-impact journals: IEEE TIFS,
Ql1, Q2 Computer & Security
companies: Google (Mandiant),
Grey company/institution (advanced) supply chain authoritative security InFel, Cr(‘)\ivdstrlke, Symantec,
Literature | whitepapers/reports, vulnerabilities/attacks, companies, Mitre, Kaspersky
medium supply chain security trend, | national institutions institutions: OWASP. NIST.
Al supply chain OpenSSE, ENISA

We firstly dive into the specific techniques applied by
them via investigating authentic APTs based on SCVs,
which has been not systematically explored before.

e A taxonomy of supply chain threats, combining insights
from industry, academia, and government standards. The
scope of threats covers software, hardware, dependencies,
and Artificial Intelligence (AI) components. We originally
cover machine learning (ML) models and used data as
components of supply chain, which expands the software
concept and integrates the latest practice around ML
supply chain security.

o A taxonomy of the most recent defense methodologies
against APT attacks and supply chain attacks. The de-
fense methodologies have been classified into three main
categories including; (i) detection methods, (ii) censoring
methods, and (iii) proactive methods, in which there exist
additional triage.

« Differential analysis of technique used by general APTs
compared to those based on SCVs. We initially differen-
tiate the technique stacks in two APT groups. The anal-
ysis reveals a significant difference in applied technique
stacks, indicting a tailored defence mechanism for SCVs-
based APTs.

¢ Outlining future research directions regarding the de-
tection of APTs based on SCVs. We denote the lack
of research focusing on this specific type of APT by
delving into the coverage of current defence technologies.
We also points out the drawbacks and limitations of
those defence methods to further instruct more advanced
detection research for APT based on SCVs.

The remainder of this paper is structured as follows: Section
II provides the definition of APT and how it can be illustrated
in the Cyber Kill Chain with the common techniques involved.
Section III deals with the components involved in cyber supply
chain and the triage regarding supply chain compromises. In
Section IV, we compare APTs with traditional supply chain
attacks, perform statistical analysis for applied techniques,
propose the threat model, and provide comprehensive enu-
meration of attack vectors. Section V discusses the defence
methodologies for these attacks and further classifies the
different approaches. Section VI presents a discussion of
current challenges and additional research opportunities to ef-
ficiently detect these attacks. Finally, Section VII summarizes
and concludes the paper. A graphic structure illustrating the
organization of this survey is provided in Fig. [T}
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II. ADVANCED PERSISTENT THREATS

We begin with the concept of the Cyber Kill Chain (CKC) to
illustrate the generic steps of any attack vector. Subsequently,
we discuss APTs by synthesizing the tailored stages of the Cy-
ber Kill Chain. Finally, we explore a more detailed description
of the common techniques and stages exploited during APT
attacks.



reconnaissance H delivery H installation lateral movement m exfiltration H erase evidence

Timeline

\4

Fig. 2: APT Stages.

A. Cyber Kill Chain

The concept of the ‘Cyber Kill Chain’ originated as a
military concept, introduced by Lockheed Martin |'| in 2011.
The CKC points to a series of steps that trace the stages of
a cyberattack from the early stages of reconnaissance to the
exfiltration of data. The typical stages include target identifi-
cation, weapon delivery, attack initiation, and ultimately target
destruction or exfiltration, which also motivates understanding
of APTs. Over the years, this concept has been extensively
applied in information security and forms the basis for the
widely recognized MITRE matrix. In addition, its content has
been enriched for other variants, such as the Unified Kill Chain
(UKC) [17].

The UKC offers significant improvements over these scope
limitations of the CKC and the time-agnostic nature of the
tactics in the MITRE matrix, which has been considered as
the most comprehensive and popular version for distinguishing
APT stages. The UKC model is organized around three main
objectives: ”In”, ”Through”, and ”Out”, each containing vari-
ous sub-stages or sub-tactics. For instance, the ”In” objective
includes tactics such as reconnaissance, resource development,
delivery, exploitation, and persistence. In the following section,
we refer to the core part of the UKC model to discuss the
stages of APTs.

B. APT Decomposition

An APT is a sophisticated and targeted long-term cyber
attack orchestrated by well-resourced and highly skilled ad-
versaries [[18]. Originally from a military context, the APT
concept has expanded into the realm of the daily security
society of information technology [18]]. These attacks were
initially directed at nation states and related entities, but have
since expanded their targets to include private and organiza-
tional institutions as well [19]. Defending against APT attacks
has become increasingly difficult due to their unique char-
acteristics, including long-term latency, uncertain strategies,
and strong evasion capabilities [20]. Consequently, cyber-
analysts often face limited insights and a scarcity of data when
investigating such attacks. Fig. [2| illustrates the typical stages
of an APT attack, which include reconnaissance, delivery,
installation, lateral movement, exfiltration, and erase evidence.
These stages essentially work as a chain and, respectively, rely
on the previous adjacent stage.

In order to explicitly illustrate the meaning and context
of each stage, we refer to tactics defined in the MITRE
Adversarial Tactics, Techniques, and Common Knowledge

Thttps://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-
chain.html

(MITRE ATT&CK) framewor To our knowledge, MITRE
provides a more comprehensive definition of techniques, tac-
tics, and procedures (TTPs) for various types of attacks. In
addition, it is a widely used framework for defense purposes
in the industry, including Security Operations Centers (SOCs),
Incident Response, Attack Simulation, and more.

Reconnaissance: An APT attack is a targeted assault aimed
at gathering detailed information about a target organization’s
network, employees, and topology to identify potential attack
vectors. The two main methodologies used are active and
passive information gathering. Active gathering involves direct
interaction with the target network through scans and probes,
often generating logs or alerts. Passive gathering relies on
open-source intelligence (OSINT), network traffic listening,
sniffing, and phishing, leaving no obvious traces. According
to MITRE, this reconnaissance stage may involve preparing
malicious tools, malware, and resources for further tactics like
initial access, Command and Control (C2), and defense eva-
sion, essential for executing and sustaining the attack. During
this stage, the exploitation of SCVs may involve gathering
information about an organization’s suppliers, contractors, or
third-party service providers. By exploiting weak security
practices in there suppliers [21]], attackers can learn about
targets’ internal systems or workflows.

Delivery: This stage involves sending the attackers’
‘weapons’ to the targeted system. These weapons consist of
remote access malware or malicious code [18]], also known
as payloads, which can be used in later stages to control
the compromised target or conduct further exploitation. The
delivery of these malicious payloads typically occurs through
commonly used mediums, such as email attachments, com-
promised websites, or USB drives. During this stage, the
attackers convert the information and vulnerabilities gathered
in the previous phase of information gathering into a malicious
payload. This conversion process is essential for achieving the
initial foothold within the target system, referred to as ‘initial
access’ in the MITRE framework. For SCVs exploitation,
adversary can use compromised updates or software from a
trusted supplier to deliver malicious payloads into the target
organization’s network. This could involve tampered legitimate
software, where a routine update process becomes a method
of delivering malware [4].

Installation: In diverse delivery scenarios, the installation
process of malicious payloads occurs following actions such
as clicking malicious links in email attachments or visiting
compromised websites. In more sophisticated cases, adver-
saries may employ trigger mechanisms based on rare events,
a typical sequence of events, or scheduling tasks [22f. This

Zhttps://attack.mitre.org/



stage aligns with tactics specified in MITRE, encompassing
execution, persistence, and privilege escalation exploitation.
The first tactic, execution, involves executing malicious code
to gain Unauthorized Access (UA) from the target system.
Subsequently, the persistence tactic comes into play, allowing
the download of malicious tools or software, such as malware,
to maintain persistent control even after system reboots or
the implementation of security measures. In many cases, the
attacker strives to establish a Hidden Backdoor (HB) within the
target organization’s system to achieve persistence objectives.
In a supply chain scenario, after successfully exploiting vul-
nerabilities, attackers can install backdoors into systems using
trusted vendor tools or remote access methods, enabling them
to bypass security mechanisms [23|].

Lateral Movement: After infecting the device of end-
user(s) within the targeted institution, the attackers engage in
lateral movement, which involves expanding their reach by
gaining control over other machines or devices that may hold
valuable structural information or sensitive data. This stage is
almost impossible to achieve with malware that has initially
been uploaded or malicious scripts executed. The reason is
that the restrictions imposed by access control lists or least
privilege policies, the initially compromised account often
lacks sufficient privileges. Consequently, lateral movement
stage often involves several rounds of backward new tools or
scripts upload (‘installation‘), and then trail exploitation for
privilege escalations until compromising the credential with
higher privilege. This phase is essential for expanding the
attack’s reach and accessing high-value assets and sensitive
information within the organization. Once inside, attackers
can also leverage supply chain relationships to move laterally
within the network, exploiting the trust associated with vendor
accounts or weaknesses in software and devices supplied by
third-party vendors [24]].

Exfiltration: Various APT attacks have distinct objectives,
but they share a common goal: Data Exfiltration (DE). In
this context, adversaries aim to collect sensitive or valuable
information from compromised systems or network resources.
The data they target may include financial data, Document
Theft (DT), Intellectual Property Theft, personal data (ID),
and credit card information, among others.

However, data stored at different locations are normally
assigned with various access privileges, which requires users
with various privileges to access them. The interactions with
the previous stage (‘lateral movement*) for the higher-privilege
user compromise explains this situation. Once the attackers
have collected the desired information, their next step involves
transferring it to controlled external servers. This transfer is
accomplished through the C2 method, which involves the
communication channels used to issue commands, exfiltrate
data, and receive additional instructions from the attackers.
Through these channels, stolen data are sent to designated
external servers, providing attackers with access to exfiltrated
information for malicious purposes.

In addition, once attackers obtain sensitive data, they may
also use these compromised supply chain channels for exfiltra-
tion, bypassing detection. By utilizing trusted communication
platforms, the exfiltration appears legitimate and avoids raising

suspicion [_25].

Erase Evidence: To evade detection and tracking, attackers
employ various methods during the post-exploitation phase.
They may choose to Delete Logs (DLS) or Remove Malware
Artifacts (RMAs) generated by their activities, or uninstall
malware once it is no longer needed. This stage underscores
the necessity for proactive real-time detection during the early
phases of an APT to reduce potential damage. The removal
of logs and malware artifacts is a key reason why tracking
APT activities after the full cycle is completed becomes
significantly challenging. These manipulations often overlap
with the ’impact’ tactic defined in MITRE, which involves
actions aimed at disrupting or damaging the target environ-
ment.Therefore, containing the impact at this stage is crucial
to minimizing the overall damage caused by the APT attack.

Despite certain common processes shared by APTs, the
techniques they employ vary significantly. This diversity in
techniques, especially in complex systems, often exposes more
attack surfaces, increasing susceptibility to exploitation. A
notable example of this is the exploitation of Cyber Supply
Chain (CSC), which has become prevalent for APT actors [5],
[12], [26]]. To address this, we conduct a comprehensive
investigation into supply chain compromises, detailing the
techniques used, and discussing proposed solutions to mitigate
this vulnerability.

III. SuppLY CHAIN COMPROMISE

The supply chain comprises a sequence of distinct products
or services defined between multiple institutions or vendors. It
encompasses the mechanisms of product or service delivery.
Due to its diverse nature, it poses challenges in auditing,
investigation, and integration. Each intermediate stage or el-
ement within the supply chain could potentially be targeted
by adversaries before reaching the final consumer. As a result,
supply chain-based APT attacks have increased in recent years
and have become very impactful threats. Such attacks typically
possess excellent levels of concealment and persistence. To un-
derstand the occurrence of supply chain attacks, it is essential
to understand the components involved in the supply chain,
followed by the triage of attacks targeting those components.

A. Cyber Supply Chain

The concept of supply chains encompasses the combination
of organizations, individuals, resources, and technology in-
volved in the production, distribution, and delivery of services
to end users [3]], [27]. Ludvigsen et al. [28] highlighted the
entire supply chain lifecycle, from product and service sources
to integration through design, development, manufacturing,
and delivery.

In this survey, we emphasize the CSC, which is a subset
of the overall supply chain. The CSC specifically deals with
the digital network of organizations and systems involved in
the creation, distribution, and management of digital products,
services, and components. [26]. The CSC spans all stages of
the lifecycle, from the initial development of hardware and
software to their deployment, operation, and eventual decom-
missioning. It encompasses components such as hardware,



software, third-party service providers (e.g., cloud), logistics
and distribution channels, and manufacturing processes. The
risks associated with these components vary significantly
depending on their nature.

a) Software and Hardware

The Software Supply Chain (SSC) includes both open-
source and closed-source software. The primary risks involve
vulnerabilities in the software or malicious code introduced
during development or updates, which can compromise the
entire supply chain. Additionally, the extensive dependencies
in software ecosystems present potential exploitation vectors
[16]. In contrast, pertains to specific devices such as firmware,
servers, routers, and IoT devices. Risks in this domain often
stem from compromised or counterfeit components, posing a
significant threat to system integrity [29], [30].

b) Manufacturing Processes

Recently, as more emphasis has been placed on security
in Software Development Lifecycle (SDLC) and Develop-
ment and Operations (DevOps), the Development, Security,
and Operations (DevSecOps) paradigm has been proposed to
cover the practical postures to ensure the safety of software
development. Human-related factors, including responsibility,
transparency, and communication, also play a critical role in
enhancing security throughout manufacturing processes [31].

An emerging category of risk arises from the adoption of
Al technologies, referred to as Machine Learning, Security,
and Operations (MLSecOps) [32], [33], which involves risks
related to data, models, code, and model storage platforms
[34], [35]. Additionally, privacy concerns are a prominent issue
within this domain [36].

c) Logistics and Distribution Channels

This component encompasses entities responsible for the
transportation and delivery of hardware or software. This
phase is susceptible to risks such as tampering or theft
during transit [29]. Furthermore, the integration of internet-
based technologies in logistics increases vulnerabilities to
unauthorized access and data breaches. The advent of quan-
tum computing introduces potential encryption risks, further
complicating supply chain security [37].

d) Third-Party Providers

Third-party providers, such as companies offering cloud
computing, storage, or outsourced IT services, are integral
to modern CSCs. These vendors often have access to critical
systems and data, making them high-value targets for attack-
ers. Weaknesses in these trusted providers can be exploited
as footholds to deliver malware or facilitate lateral movement
within target systems [21]], [24].

The aforementioned perspectives mention comprehensive
risks, attacks, and threats targeting CSC. They motivate us
to have a dedicated triage for those threats and to provide
guidance when checking CSC security in different scenarios.

B. Classification of Supply Chain Compromises

The classification of supply chain attacks is a critical
step in implementing effective defense strategies and detec-
tion methods. Organizations such as ENISA [3] and NIST
[38] have developed classification methodologies. Academic

studies, such as [13] and [22], have conducted extensive
enumerations of attack vectors for software and hardware, pro-
viding valuable information for detailed classification. In the
realm of industrial work, two widely recognized frameworks,
the MITRE and the SLSA frameworks [16], offer analyses
of categorical supply chain threats. The MITRE framework
emphasizes the objects that supply chain attacks target, such
as software, hardware, and infrastructure, while the SLSA
framework highlights divisions based on supply chain life
cycle, encompassing the source, build, and package stages
from producer to customer. Notably, hardware components and
dependencies, such as chips, sensors, and firmware, are critical
targets in the source and build stages, make their inclusion
crucial to a holistic classification.

In addition to traditional supply chain compromise, MITRE
offers a framework called the ATLAS matrix [39]], covering
threats to the Al system. The ATLAS matrix categorizes ML
related threats within a cyber attack chain. ATLAS includes
the latest academic and industrial practices to thoroughly
enumerate attack vectors, specifically focusing on describing
ML-related compromises. Similarly, these concepts can be
extended to threats targeting hardware-based Al components,
such as specialized processors, edge devices, and embedded
systems, which are susceptible to tampering, reverse engineer-
ing, and side-channel attacks [30], [40].

To cover the broader landscape, it is also critical to consider
the role of third-party providers and distribution tunnels in the
CSC. Third-party providers, such as cloud service platforms,
outsourcing vendors, and hardware manufacturers, introduce
significant risks due to their integration with critical systems.
Compromises in third-party services can lead to widespread
vulnerabilities. Distribution tunnels, including logistics chains
and digital delivery systems, present another layer of vul-
nerability, as attackers can intercept physical shipments of
hardware or tamper with software updates during digital
transfer.

We synthesize the aforementioned classification methods
and generalize supply chain compromises into source, build,
transform, and usage-based threats, as shown in Fig. E} Within
each category, we further expand the scope to include software,
hardware, third-party dependencies, and distribution channels.
For example, source-based threats include counterfeit com-
ponents and malicious dependencies, build threats encom-
pass compromised build pipelines and unauthorized access
to manufacturing environments, and transform threats address
malicious alterations during transport or firmware updates.
Finally, usage threats encompass both runtime exploits and
attacks on integrated systems, such as IoT devices or industrial
control systems.

This expanded classification considers both software and
hardware, focusing on the software development life cycle
while addressing critical risks to hardware and dependencies
in other supply chain components. We then provide a compre-
hensive discussion for each classified group, emphasizing the
interplay between software and non-software threats.

1) Source Compromise

This compromise originates before the development or
transformation phase, suggesting a greater chance of insider
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threats. These threats target the initial sources of the supply
chain, such as repositories, codebases, hardware components,
and datasets, as well as potential human viewpoints.

This category can be divided into four subgroups, covering
software, hardware, third-party providers, and human element.
Software-based threats include infected packages, libraries,
repositories, or malicious datasets/models. For instance, mali-
cious updates have been observed in programming language
ecosystems [41]-[43[], such as Java [13|], and pre-trained
models on platforms like Hugging Face [44].

Hardware threats encompass counterfeit chips, tampered
components, or firmware vulnerabilities. Moghadasi et al.
[40] highlighted risks such as Trojan attacks and counterfeit
parts, while Craciun et al. [30]] described malware injections
targeting signing processes.

Third-party providers may introduce risks through com-
promised outsourcing vendors or cloud services. Li et al.
[45] pointed out the risk of the third-party risk propagation,
which can lead to widespread disruptions and data breaches if
not properly managed, like recent CrowdStrike blue screen
accident [40]. Nata. et al. [47]] also pointed out the third-
party providers may pose risks related to data breaches or
unauthorized access to sensitive pharmaceutical data.

Human-related threats involve insider threats from users,
administrators, or supply chain manages into consideration.
The compromised users often happen on code or model man-

agement platforms such as Github or Hugging faceﬂ Commits
from contributors with malicious intentions, especially without
proper validation, have also been acted as one of the primary
attacks [14]], [44]. The compromise between managers or
developers of these repositories or pre-trained models has
become another method to achieve the exploitation of the
supply chain [44].

2) Build Compromise

The build compromise denotes threats that compromise the
development or assembly phase, targeting the processes, tools,
or infrastructure involved in producing software or hardware.
During build process, the SCVs can be classified into software,
hardware, and infrastructure based compromise.

The software based build compromise can be compromised
build pipelines, tampered build tools, or manipulated depen-
dencies. Attackers may target the build pipeline to inject ma-
licious code during the software build process, compromising
the integrity of the final software product [48]. Vulnerabilities
in build tools themselves can be exploited by attackers to gain
control over the build process [48]. Dependency confusion
attacks, where attackers upload malicious packages with the
same name as legitimate internal packages to public reposito-
ries, can lead to the unintentional inclusion of malicious code
in the software [48]. Hardware based compromise under build
process shares similar exploitation vectors, like manufacturing
processes, such as backdoor-ed hardware [49] at assembly
plants or authorized firmware injection [50].

Infrastructure related compromise involves insecure con-
tinuous integration/continuous deployment (CI/CD) pipelines.
Pan et al. [51]] comprehensively described the risks in CI/CD
pipelines, covering malicious code insertion, delayed script
updates, single point of feature, and potential sensitive infor-
mation exposure.

3) Transform Compromise

Transform compromises exploit vulnerabilities during the
transmission or delivery of components, whether physical or
digital. These compromises exploit the distribution and update
mechanisms to insert malicious payloads or intercept sensitive
data. Three sub-categories are included, which are digital
distribution, physical distribution, and third-party providers.

Digital distribution threats include hijacked software up-
dates, man-in-the-middle (MITM) attacks during data trans-
mission. NotPetya [52]], as a typical example, exploited the
compromised ME-Doc software update server to insert ma-
licious payloads into updates. Another more recent example
is the well-known SolarWinds attack, in which updates in
Orion Platform have been tainted by the malicious code called
“SUNBURST* [53].

Physical threats involve tempering with hardware ship-
ments, such as chip swapping or device interception in transit
[54]. Aniello et al. [55]] discussed how attackers could forge
intact items or tamper with them before their identifiers were
computed. This allows counterfeit integrated circuits (ICs) to
be introduced into the supply chain without detection, posing
severe risks, especially in critical infrastructure applications.

3https://huggingface.co/



Third-party providers, such as logistics firms or content
delivery networks (CDNs), introduce additional risks. Ghaz-
navi et al. [56] discussed two specific risks existing in CDNs,
covering security vulnerabilities and infrastructure challenges,
in which CDNs can be exploited to bypass security measures.
The risks in logistic providers have been illustrated in [57], in
which the operational risks like cost uncertainty, quality issues,
can disrupt logistic operations and affect service quality.

4) Usage Compromise

Usage compromises occur during the operational phase, tar-
geting deployed systems or their integrated components. These
compromised affect the integrity, availability, or performance
os systems in a real-world use. Four sub categories have been
included under this group, which are availability/integrity,
performance, privacy, and integrated systems.

Auvailability/integrity compromises can contain runtime ex-
ploits, data manipulation, or denial of service (DOS) attack.
For examples, deletion of code and unavailable dependencies
have been discussed in [S8]]. Additionally, adversaries may
modify the original information without detection or poten-
tially bypass existing controls in place [59]], [60].

Performance-based threats can lead to resource exhaustion
or degradation of system efficiency. These threats are common
in the ML application in the online learning or retraining stage,
especially when the adversary has the potential to poison the
data used for retraining or observe the model output [[61]], [61].

Privacy risks involve data breaches, unauthorized access to
sensitive information, or hardware-based side-channel attacks
[62]. Rigaki et al. [|63]] conducted a survey on privacy attacks
in ML with different configurations. Depending on knowledge
level of adversary, the adversary may have access to the model
parameters and API, which present potential attack vectors for
training set and model information leakage.

Integrated systems are vulnerable to exploits targeting IoT
devices and industrial control systems [[64f], [65]. By catego-
rizing these threats, organizations can better understand and
mitigate vulnerabilities within their supply chains, ensuring
targeted and effective security measures. Numerous solutions
have been proposed to address threats specifically targeting
the supply chain.

C. Solutions of Supply Chain Security

Significant efforts have been dedicated to strengthening
supply chain security, particularly through the application of
advanced machine learning and deep learning techniques. In
this section, we highlight some of the latest solutions presented
in top-tier conferences and journals, providing a comparative
analysis of their approaches and effectiveness.

Tran et al. [66] introduced a BERT-based architecture that
utilizes the self-attention mechanism to detect Python vulner-
able statements. This architecture replaced traditional Graph
Neural Network (GNN) models with a flexible BERT-like
architecture, allowing for the learning of complex relationships
between code statements without predefined graph structures.

Lu et al. [[67] proposed a novel vulnerability detection
approach called GRACE, which integrates graph structural
information and in-context learning to enhance large language

model (LLM)-based vulnerability detection. This solution
demonstrated retrieval approach that identifies relevant code
examples based on semantic, lexical and syntactics similarities.

Khan et al. [68] employed a federated learning-based detec-
tion model to identify intrusions in Supply Chain 4.0 networks.
This model further leveraged Gated Recurrent Units (GRUs) to
manage data retention and forgetting. However, the generality
ability still required evaluation on live data from supply chain
networks of industrial cyber-physical systems (CPS).

Natampalli et al. [69]] proposed a four-layered multi-tiered
architecture, integrating 10T, Edge, Fog, and Cloud comput-
ing to enhance the pharmaceutical supply chain management
(SCM) system’s responsiveness and security. They unitized
Blockchain technology, like Bitcoin, for secure transaction
managements, ensuring temper-proof records through dis-
tributed ledgers and smart contracts. Another work made by
Cerchione et al. [70] also employed a blockchain-based IoT
architecture integrated into existing supply chain operations to
enhance efficiency and transparency.

Ladisa et al. [71] employed an approach for that utilizes a
set of language-independent features to detect malicious pack-
ages in npm and PyPi. The training models, which are general
classification algorithms,like Decision Tree, were capable of
identifying malicious packages by capturing commonalities
between two ecosystems.

Liang et al. [[72] presented a novel approach for detecting
mobile applications using advanced machine learning tech-
niques. The method created graph representation of code prop-
erty graphs (CPGs) from source code and vectorized nodes
in graph with CodeBERT. The detection model combined
adaptive attention of Transformers with Graph Convolutional
Networks (GCN).

Rozi et al. [[73]] proposed enhanced CPG representation to
improve vulnerability detection in source code. This repre-
sentation incorporated additional information about variable
names and data types. This approach, combing graph-based
analysis, addresses limitations of existing methods by captur-
ing semantic meaning and contextual factors.

Dai et al. [[74] proposed dynamic transfer learning tech-
niques called Kernelized Cross-Project (KCC) to enhance
cross-project just-in-time software defect prediction (JIT-
SDP). The proposed method utilized the Kernel Variance
Matching (KVM) to adapt marginal probability distributions
between source and target projects. It also combined CatBoost
algorithm, due to its robustness to outliers and missing values,
to construct JIT-SDP.

Wang et al. [75] presented a semi-automated approach
that integrated horizontal and vertical traceability to identify
dependencies among high-level security requirements (HSRs)
and low-level security requirements (LSRs). This approach
also utilized relevance feedback (RF) to enhance automated
requirements tracing by incorporating indicator terms.

Hu et al. [76] proposed a deep reinforcement learning
algorithm known as DQN, which is combined with LightGBM
classifiers to form the DQN-LightGBM model for improved
mining performance. Additionally, an attention mechanism
was also introduced to enhance feature extraction accuracy.



Since different datasets are used in these solutions, di-
rectly comparing their specific detection performance against
a common baseline is not feasible. However, we introduce
several shared metrics such as scalability, generality, and
computational overhead to enable a level-ground comparison.
The generality parameter denotes whether the solutions can
adapt to new data and potential unknown threats. Table
presents the results of this comparative analysis.

The table shows that most recent efforts on supply chain
defence concentrate on source code-based detection, often
integrating graph-based techniques or deep learning methods.
The scalability and generality vary from diverse technology
choices. For secure and private transformations, Blockchain
remains the preferred solution. It also provides general bet-
ter scalability and generality. Dependency checks typically
utilize dependency analysis or specialized machine learning
approaches, such as reinforcement learning.

Although solutions for supply chain security have achieved
significant progress and demonstrated real-world effectiveness,
APT-based supply chain vulnerabilities often follow narrower
exploitation paths. This specificity necessitates the develop-
ment of tailored and adaptive countermeasures.

IV. SupPLY CHAIN BASED APT ATTACKS

An attack that qualifies as an APT possesses distinct
characteristics. According to [19]], three primary attributes
differentiate advanced attacks from common attacks: the effort
taken to prevent it, the requirement of high adaptation, and
the display of novelty in attack variants. This framework can
help identify advanced threats in the supply chain compared
to common supply chain exploitations.

A Supply Chain Attack (SCA) is a key element of supply
chain-based APTs. However, an SCA usually does not target
specific entities. The software or hardware targeted [41]], [[77]
is absolutely dependent on its value or popularity, gauged
by its number of downloads. More downloads increase the
magnitude of potential downstream impacts.

Using the example of an OSS attack, this type of attack
spans stages from code contribution to package distribution
[16], effectively encompassing the entire software develop-
ment cycle. However, software exploitation typically serves
as the initial stage for APTs, enabling unauthorized access or
establishing a foothold for further exploitations.

In the following sections, we demonstrate specific tech-
niques inside highly stealthy APTs and in more targeted
SCVs-based APTs, culminating in a threat model derived
through differential analysis. We also explore the insights of
the techniques to illustrate the characteristics of SCVs-based
APTs

A. Malicious Techniques

We categorize the applied techniques into two groups of
APTs based on detailed exploitation analysis reports. The
first group, detailed in Table [VII] focuses on highly stealthy
APT activities. In this table, the techniques column lists
primary techniques from whitepapers, initial stage de-
scribes techniques used to establish an initial foothold, and

communication covers methods for maintaining hidden
communication with controlled servers or sites to evade de-
tection systems. Additionally, the supply chain column
indicates whether supply chain exploitation has been used by
the APT groups, including historically applied techniques. The
goal is to provide information on how APT groups achieve
high levels of stealth and the extent to which they exploit
supply chains, helping to assess the risk of these exploitable
tendencies in APT strategies.

The second group presented in Table [II] is tailored to the
exploitation of the supply chain. We have categorized extracted
techniques into different stages in order to disclose the diverse
technique stacks used in various stages. Missing values result
from limited information disclosed in whitepapers.

During “Installation” stage, Malware may utilize file system
timestamps to verify that the product has been deployed
for several weeks before initiating its first beacon, which
effectively evades detection mechanisms like sandboxes or
other monitoring tools [78]]. This time-based technique has also
been observed during the delivery of second-stage payloads
in attacks like the CCleaner incident [79]]. Another common
approach involves relying on the user execution of signed but
trojanized installation packages to activate the malware [86].
Additionally, exploiting software updates, such as tampering
with MSI files during legitimate ASUS live updates, is another
effective method. Default permissions on certain installation
directories may allow arbitrary file execution under these
circumstances [87]].

In “Lateral Movement” stage, attackers often exploit local
valid accounts or leaked credentials information to facilitate
lateral movement. For example, SolarWinds has been ob-
served using stolen NTLM hashes via tools like Mimikatz
to perform this type of movement without requiring plaintext
credentials [88]]. Moreover, legitimate software, such as remote
administration tools or system utilities, may also be exploited
for lateral movement. NotPetya, for instance, utilized the
EternalBlue SMBv1 exploit and Windows Admin Shares to
spread across networks [81]. The Kaseya VSA attack lever-
aged DLL side-loading to execute unauthorized commands by
exploiting legitimate software. Similarly, HAFNIUM targeted
SMB shares and administrative shares to execute commands
on compromised systems [85].

A comparison between the techniques used in general APTs
with those based on SCVs reveals significant divergence. One
major distinction lies the techniques in Initial Stage of
Table[VII|significantly differ from what covered in Foothold
Establishment of Table [

This representation of techniques in two groups and the
comparison of them motivate us to propose a custom threat
model for APTs based on SCVs and to outline a custom
defense mechanism that differs from general APT activities.

B. Threat Model

Recalling the discussion on supply chain compromise, it
can be inferred that SSC attacks remain the primary method
of exploitation in this context [S]. This is because software,
particularly OSS, is more accessible to a wide range of users,
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leading to broader attack vectors. In contrast, Hardware Supply
Chain (HSC) attacks involve a significant diversity of devices
and infrastructures [22f], [30], [89], making it difficult to
develop a single threat model that covers all HSC scenarios.

To ensure that the proposed threat model gains widespread
acceptance, we focus specifically on SSC [13], [16]. We
integrate techniques from Table [IIj to develop the threat model
shown in Fig. 4] Additionally, we streamline the sources by
concentrating on code repertoires and software, instead of
enumerating all potential types.

Within the threat model, injecting malicious code acts as
the initial exploitation aimed at gaining unauthorized access
while maintaining concealment [[16]]. Injection relies on user
actions to introduce the code into the target system. Various
scenarios enable this, such as library dependencies, updates,
and downloads [5]], [[13]l, [77]], [90]]. For example, users might
unintentionally add infected versions of Python libraries as
dependencies, or unverified updates might automatically install
malicious code. Furthermore, downloading from unofficial
forks can also introduce malicious commits and unpatched
vulnerabilities from the original repositories [90].

After malicious code is inserted into a user’s system,
diversely designed trigger mechanisms can activate it. These
triggers can start automatically upon downloads or updates.
More sophisticated exploitation involves setting up specific
events based on scheduling tasks, rare occurrences, or pre-
determined periods of concealment [4], [22[]. Subsequent
exploitation follows the general stages of APT activities.
Triggered behaviors may involve downloading second-stage
malware with additional functions [91] or establishing contact
with additional services such as C2 servers. Through further
exploitation, the adversary may engage in reconnaissance
once again to gather more internal information or conduct
internal phishing. The ultimate goal is typically to acquire
more credential information.

Once malicious actors gain access to valid accounts, they
expand their influence through the lateral movement stage
to infect more devices. By obtaining administrative privilege
through an admin account, the final goal is to exfiltrate data
to their C2 server. To avoid detection during this process,
adversaries send data in batches over multiple days and erase
any traces of their activities. Therefore, the ultimate intention
of supply chain-based APT attacks is not to compromise in-
tegrity or cause immediate damage. The widespread adoption
of supply chain attacks increases the likelihood of gaining
unauthorized access to the targeted systems.

In this section, we present a typical threat model that
focuses on common usage scenarios. In particular, the threat
model does not include general reconnaissance in its initial
stage, although the adversary may still investigate information
against targets in reality. However, this omission encourages us
to investigate whether APTs based on SCVs have customized
exploitation methods within the kill chain. This investigation
is crucial to identify specific APT groups and develop effective
mitigation strategies.

C. Technique Insight

To efficiently identify and mitigate threats, one practical
approach is to identify the specific APT group [92]] based on
traces from critical stages. These critical stages are defined by
the techniques most commonly used in them. For detection,
it is more effective to focus on these critical stages first, then
extend to earlier or later stages.

There is a trade-off between detection accuracy and compu-
tational resource constraints, necessitating an optimal defense
mechanism in practical scenarios [20]]. Although a holistic
chain describes the APT stages, it is crucial to assess the data
available from each stage based on the characteristics of APT
in the supply chain context.
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Additionally, to distinguish the type of APT based on SCVs,
it is essential to understand how they differ from general APTs.
The most efficient approach is to observe the differences in
techniques used at various stages. Once these differences are
identified, the implementation of effective mitigation solutions
becomes more feasible [93]], [94].

To achieve this goal, we start with a stacked vertical
bar chart that visualizes all the techniques used in various
tactics, including the shared techniques between two groups,
as detailed in Table [VII| and Table [lI] As illustrated in Fig. [3]
we use pyattackﬂto associate the name of the techniques with
the corresponding tactics in the MITRE matrix and count the
number of unique techniques for each tactic. Assuming that
the techniques listed in Table[VII|are 7'_1 and those in Table ||
are T'_2, the blue section of the bar represents all unique tech-
niques found in either group, denoted as 7'_1UT'_2. This illus-
trates the variety of techniques used across different tactics. In
contrast, the orange section represents the techniques that are
common to both groups, denoted as T_1 N7 _2. This chart
reveals that most techniques are concentrated within three
tactics: persistence, privilege escalation, and
defense evasion. The common shared techniques make
up a small portion of the total set of techniques. Furthermore,
there is no overlap in later tactics after defense evasion.
This indicates a significant difference in the technique stacks
between the two groups.

To demonstrate how different the technique stacks are, we
provide a vertical bar chart shown in Fig. [6] with the same
matching method. This orange section represents the total of
unique techniques applied in APTs based on SCVs, which are
retrieved as technique ¢ where {t € T2 | ¢ ¢ T1}. The blue
section shows the total number of unique techniques in both
sets combined. Compared with Fig. [} we find that the pre-
viously non-overlapping tactics after defense evasion
in Fig. [6] have techniques that are unique to the supply chain,
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Fig. 5: Comparison of Union and Intersection Techniques in
Tactics between all APTs

even though there are no unique techniques that have been
found in discovery and collection. This observation
confirms the distinctiveness of these tactics in the context
of supply chain-based exploitation. Furthermore, while there
are some overlaps in other tactics between the two groups,
the techniques that exist exclusively in the supply chain still
exhibit relatively large numbers. In conclusion, the technique
stacks utilized by general APTs and APTs based on the supply
chain show significant dissimilarities.

To provide a more detailed analysis of APT techniques
leveraging supply chain vulnerabilities, we conduct two case
studies: one focusing on software-based exploitation and the
other on hardware-oriented exploitation.
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D. Case Studies

In this section, we present two case studies focusing on
HSC and SSC, respectively, to illustrate nearly real-world
examples of exploitation in supply chains. These case studies
shed light on the vulnerabilities and potential threats within
both types of supply chains, providing valuable information
on the challenges organizations face in securing their supply
chain processes.

1) SolarWinds

The SolarWinds supply chain attack stands out as a promi-
nent example of exploitation within SSC and has been ex-
tensively studied both in academia and in the cybersecurity
industry [88], [95]. Numerous research efforts have contributed
to understanding the intricacies of the attack and devising
effective countermeasures.

Alkhadra et al. [95] offered a general analysis of the infec-
tion process and affected sections, but did not take a detailed
technical look at the subject. In contrast, Martinez et al. [96]
presented an in-depth case study, which incorporates the cyber
kill chain and provides a comprehensive attack timeline. The
case study conducted by Barr-Smith et al. [5] focuses on the
SolarWinds attack’s trojans, Sunburst and Supernova. Their
analysis seeks potential attack clues and traces to aid detection,
particularly for advanced hidden techniques employed.

Building on previous work, we abstract and model the
attack flow, as illustrated in Fig. EL which depicts Sunburst, a
trojanized version of the SolarWinds Orion plug-in. This mal-
ware includes a backdoor and communicates with third-party
servers via HTTP. Developed during resource development
stage, the malware employs a virtual private server to provide
multiple IP addresses, aiming to evade detection. The choice
of IP addresses from the victim’s country further complicates
detection. However, unusual IP access patterns, such as rapid
travel rates or logins from unexpected Autonomous System
Numbers, indicate potential malicious activity.

The malware operates by retrieving and executing com-
mands after a dormant period of up to two weeks. To disguise
network traffic as legitimate protocol, communication with the
extra server is employed. Reconnaissance data is stored within
the plugin configuration file. Lateral movement is facilitated
using valid credentials, and graphed logon activities can reveal
one-to-many relationships indicative of malicious access.

To evade detection during payload execution, the adversary
employs temporary file replacement and temporary task mod-
ification techniques. Detecting such behaviors involves exam-
ining logs for SMB sessions, where a delete-create-execute-
delete-create pattern may be observed in a short time. In-depth
malware analysis, detection of Domain Generation Algorithm
(DGA) usage, and disguised network traffic detection are
also potential methods to uncover exploitation. While these
detection methods may introduce bias, proper correlation can
help reduce false positives.

2) Nuclear Power

As a typical case of hardware-based supply chain attack,
the nuclear power case study is derived from information on
the well-known hardware-based APT attack Stuxnet [97]]. This
case is used to illustrate a potential attack scenario in HSC.

Stuxnet was a targeted threat specifically aimed at industrial
control systems (ICS), such as gas pipelines and power plants.
Its objective was to reprogram ICS by modifying code on Pro-
grammable Logic Controllers (PLCs). According to the report
[98]], Stuxnet utilized multiple zero-day exploits, a Windows
rootkit, anti-virus evasion techniques, and C2 mechanisms.
The most likely initial access point was through infecting a
willing or unknown third party, making it relevant for our
HSC scenario. The infection technique primarily involved
DLL injection. Additionally, we refer to existing research on
hardware supply chain attacks in nuclear power infrastructures
[22], [99] to develop a more explicit attack scenario.

In the provided diagram (Fig. [8), we present the entire
life cycle of hardware development, including integration into
end-user systems. The connection between the PLC and the
final product centrifuge can be established during the hardware
integration process. However, malicious code can also be intro-
duced at various stages, such as firmware, sub-assemblies, and
system integration steps. Different stages of development may
be targeted by diverse attacks. We have identified five critical
threats, including (1) malicious injection or (2) substitution, (3)
tool alteration , (4) configuration modification, and (5) theft
of IP or data [22], [98]]. These attacks can be launched at any
stage, whether during specific building or testing phases, or
even during the delivery process.

The reconnaissance stage in HSC mainly involves the theft
of ICS schematics, where each PLC is uniquely configured.
Hence, successful attacks involving data or design theft can
contribute to reconnaissance in any stage. The development
tool with inserted malicious code can introduce a payload
during compiling or integration processes, aligning with build
threats outlined in the SLSA framework. By enumerating all
processes, it becomes clearer for malicious actors to identify
which threats can be executed at different stages. In addition,
customized defense policies can be deployed accordingly.
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In the case of ICS, due to the strong privacy and confi-
dentiality requirements, direct traffic monitoring may not be
feasible. Therefore, we recommend implementing code-based
verification before integration and adopting the compromised
DevSecOps approach [100] during the building process for
enhanced detection and prevention.

V. CLASSIFICATION OF SUPPLY CHAIN BASED APT
DEFENSE METHODS

To illustrate the latest trends in defense against APTs based
on SCVs, we chose scholarly articles from top-tier journals
and conferences over the past four years. The comprehensive
statistical analysis is presented in Table covering both do-
mains. The first half of the references up to Exorcist [5]] high-
lights the most recent defense methods in APT detection. The
remaining references stress defense methods against supply
chain attacks. We record the detection methods employed and
whether the introduced methods are historical data or pattern-
based. This dimension indicates whether a large amount of
training data is required for the implementation of detection.
By integrating all the papers analyzed, we have formulated
a classification tree in Fig. |/| that includes all the detection
methods investigated. This triage tree serves as a guide for
the development and deployment of defense products against
SCV-based APTs, providing valuable insights and instructions
to researchers and practitioners in the field.

A. Detection Methods

This category encompasses research methods that focus on
APT detection. Within this category, we have divided the

corresponding research papers and methods into two subcate-
gories. Attack Reconstruction and Anomaly Detection.

1) Attack Reconstruction

Attack reconstruction involves the application of technolo-
gies to recover attack paths or graphs by analyzing the original
data sources or correlating information from alerts generated
by intrusion detection systems. This process encompasses
three main related technologies: provenance, causality, and
correlation analysis. Using these techniques, attack reconstruc-
tion has proven to be an effective solution to mitigate possible
false predictions generated in anomaly detection [8], [101].

a) Data Provenance

Data provenance refers to documentation of the origin,
creation, and propagation process of data, encompassing its
lineage and derivation [115]. Due to its ability to track the
history and origin of information throughout its life cycle, data
provenance has found significant use in the field of cyberse-
curity [7]], [10], [103]], particularly in distributed environments
[116]. In the context of APT detection, data provenance can
offer valuable insights into specific scenarios.

To address efficiency concerns associated with provenance
analysis, [[103]] proposed a state-based framework called CO-
NAN, which does not store historical data. This approach
eliminates unnecessary phases of APT attacks and only retains
approximately one in a thousand events in a database. As a
result, it efficiently detects both known and unknown APT
attacks with minimal False Positive Rate (FPR). However,
debates exist regarding the framework’s ability to detect APT
attacks employing new or unknown techniques, its representa-
tion of all real-world scenarios, and the required computational
resources for real-time processing of large data volumes.
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An attack investigation framework, ATLAS, was proposed
in [7]. This system addresses the issue of alert fatigue re-
sulting from a large number of threat alerts. It integrates
natural language processing (NLP) and ML techniques for
data provenance analysis to distinguish attack and non-attack
sequences. By employing NLP techniques such as word em-
bedding and lemmatization, contextual event sequences are
mapped to numerical vectors. The Long-Short Term Memory
(LSTM) model is then trained to identify backward and
forward relationships between events within sequences. The
data provenance in this system helps reconstruct the attack
story by establishing causal graphs based on identified attack
events. The approach outperforms the intrusion detection and
association analysis methods by precisely locating critical
steps and learning historical attack patterns.

The TRACE provenance tracking system, as discussed in
[9]], appears to be a promising approach to efficient detection
of APT stage at the enterprise level. The integration of static
analysis, continuous improvement efforts over several years,
and the goal to construct an enterprise-wide causal graph for
APT activity identification are noteworthy. It is particularly
interesting that the system has undergone practical testing in
adversarial engagements, achieving an 80% detection coverage
for APT stages. The potential future enhancements, such as
integrating an in-kernel cache-based audit logging system and
model-based causality inference, indicate a commitment to
ongoing improvement.

Data provenance, while offering valuable insight into the
origin and propagation of data, faces challenges, as mentioned
in [[103[]. The challenges of efficiency, memory, computation,
and storage resource become more pronounced, especially in
real-world long-term APT scenarios. Balancing the need for
comprehensive analysis with the constraints of resource usage
is a critical consideration for the practical implementation of
data provenance in cybersecurity defense strategies.

b) Causality

Causality, as it relates to understanding cause-and-effect
relationships between events, involves causal discovery and
causal inference. Causal discovery aims to infer causal rela-
tionships between variables from observational data when no

existing relationships are assumed [117]. On the other hand,
causal inference quantifies the influence of one variable on
others, relying on prior assumptions about their relationships
[118]]. These concepts, rooted in probabilistic theory and
statistics, play a crucial role in understanding and modeling
causal relationships in various domains, including cybersecu-
rity where they can contribute to effective APT detection and
response strategies.

Bhattarai et al. [8]] presented the SteinerLog system, an
automatic tool to detect and reconstruct APT attack campaigns
in real time. It used the prize-collecting Steiner tree algorithm
and hierarchical graph traversal to correlate cross-host attack
activities. Risk scores were assigned based on the rarity and
sparsity of anomaly events. The system builds attack stages
using temporal traversal and incorporates historical attack
patterns and customer behaviors to improve detection accuracy
and reduce investigation time.

In [7]], causal graphs were constructed from recognized
attack events in audit logs to address alert fatigue issues.
The work in [[10] extracted causal dependencies within alerts
generated by EDR systems to reconstruct attacks. The authors
of [119] collected causality logs from browsers’ execution
history to detect watering hole attacks. Furthermore, the study
[9]] correlated the provenance of individual hosts to create an
enterprise-wide causal graph to locate APTs at the enterprise
level. Correlation analysis is essential for integrating informa-
tion from multiple devices or hosts.

However, causality related methods face challenges similar
to those in data provenance, notably the dependence explosion
[8]], [9ll, for which no efficient solution exists. The explosion
introduces bias and makes the final formed graphs challenging
to analyze, or consumes excessive resources, which is imprac-
tical in real detection scenarios.

c) Correlation Analysis

This analysis seeks to reveal hidden relationships in large
data sets through co-occurrence [120]. It uses two key con-
cepts: frequent item sets, which identify relationships and
co-occurrences, and association rules, which define interde-
pendence and conditional relationships. Frequent item sets
measure coverage, while association rules are evaluated based



on support and confidence.

Yang et al. [102] integrated both causality and correlation
to support semantic analysis to detect APTs over a long time
interval from the alerts of existing systems. By mining the
causality between anomalous events, the system reconstructs
alert chains and utilizes Latent Dirichlet Allocation (LDA)
to model the semantic context of these chains. The LDA is
a hierarchical Bayesian model that allows capturing latent
attack intent and reconstructing APT scenarios. The test in
a real-world dataset yielded a better precision rate compared
to CONAN [103]].

To detect complex watering hole attacks that are often
seen in the early stages of APT, Allen et al. [[I19] cre-
ated MNEMOSYNE, a postmortem forensic analysis tool.
MNEMOSYNE reconstructs, investigates, and assesses these
attacks with minimal browser modification. It gathers causality
logs from browser activities and uses versioning and user-level
analysis to identify compromised websites and their changes.
This system provides a comprehensive internal forensic inves-
tigation, outperforming low-level semantic detection solutions.

The correlation analysis increases the opportunity for pre-
cise detection of certain threats. However, the drawbacks are
obvious, like the failure against attacks that do not utilize
system calls or implicitly use them. Additionally, the related
approaches struggled with attacks that have multiple entry
points, limiting its ability to detect complex APT scenarios
[121].

Although attack reconstruction technologies are prominent
in the latest novel detection methods, some still rely on
anomaly detection. Moreover, attack reconstruction typically
filters alerts generated by anomaly detection systems.

2) Anomaly Detection

Anomaly detection is a fundamental concept employed by
defenders to identify abnormal instances within original data.
These anomalies can manifest as unusual data points that do
not conform to the expected patterns or as outlier values that
deviate significantly from the normal range. The definition
of an anomaly can vary across different scenarios, thereby
necessitating a diverse range of detection methods. In this
study, we present a categorization of these methods, which
results in the identification of three main groups.

a) Attack Specification

The attack specification is a rule-based detection method
that defines specific rules based on empirical findings about
various attacks, often referred to as Indicators of Compromise
(IOCs) or Indicators of Attack (IOAs) in industrial contexts
(8], [122].

Alageel et al. [6] introduced the HAWK-EYE system, which
aims to achieve holistic detection for APT C2 domains.
By generating novel features from semantic and structural
properties of domains using DNS infrastructure, the system
can classify domain names and evaluate the performance of
various features. It serves as a parallel or first filter role for
network intrusion detection systems (NIDS) and enhances the
detection ability with new features.

To effectively detect an attack in lateral movement stage,
Grant et al. [[101]] proposed the system Hopper, using common-
collected log data to detect lateral movement attack with a

manageable rate of false alarms. The lateral movement is typi-
cally a crucial stage of an APT attack. The system leveraged an
attack specification that captures fundamental characteristics
of lateral movement as a set of key path properties. which
has been integrated into the anomaly detection algorithm.
This rule-based anomaly scoring algorithm can surface the
login paths that most likely reflect lateral movement via
reconstructed global movement activity from point-wise login
events.

The approach in [[I7] focuses on APT detection and ad-
dresses alert fatigue from a network direction perspective,
referring to the movement of attack activity between network
zones. They proposed APT scenario graphs derived from
alerts. The algorithm for generating these graphs involves
sequential steps: defining network directions inside zones
according to Network Kill Chain State Machine (NKCSM)
stages, assigning an APT stage to each alert and meta-
alert, generating an alert graph based on timelines and recent
infections, deriving an APT infection graph by aggregating
and eliminating obsolete information to reduce graph density,
and finally creating the APT scenario graph by extracting valid
paths between stages.

Furthermore, attack specification designs have been inte-
grated into other systems. Xiong et al. [[103|] proposed the
concept of atomic suspicious indicators (ASIs) and incorpo-
rated them with rules and malicious states as configuration
files in their built detection system. This integration achieved
near zero false positives (FPs), as explained in their research.

Rule-based solutions have demonstrated exceptional perfor-
mance in detecting majority of threats. However, they have
some notable limitations. These include their reliance on
post-event detection, as rules are typically created only after
an attack has occurred. Additionally, they require significant
manual effort to configure rules and gather related informa-
tion. Perhaps most critically, they lack the ability to identify
unknown attack patterns. [[123[] In contrast, machine learning
application address these shortcomings effectively.

b) Machine Learning Applications

The category of detection using ML involves the imple-
mentation of ML algorithms and deep learning models to
detect APTs. Those algorithms and models are widely used
to learn feature spaces [124], [[125] and find the correlation
between different data sources. They primarily detect APTs-
based anomaly detection, combining other auxiliary techniques
to improve precision and reduce FPs. Numerous works have
explored the application of ML in detecting APT activities.

Shen et al. [126] also utilized ML techniques to enhance
APT detection in Internet of Things (IoT) environments. They
proposed a Prior Knowledge Input (PKI) model, wherein an
unsupervised clustering method was applied for pre-classifying
the original dataset. The extracted prior knowledge was in-
corporated into the supervised models to reduce training
complexity and determine the optimal mapping between the
raw data and true labels. The study highlights the limitations of
conventional machine learning strategies due to the scarcity of
APT attack data and suggests that the PKI model can address
these shortcomings by embedding prior knowledge into the
detection process. However, potential limitations include the



reliance on the quality of clustering for prior knowledge gen-
eration, which may not always accurately reflect the true data
distribution, and the challenge of handling the imbalance in
datasets where normal traffic dominates, potentially affecting
the model’s ability to detect rare APT events.

To address enterprise-level lateral movement detection, King
et al. [[104] proposed a scalable temporal link prediction
system called Euler. This approach integrates GNNs and
recurrent neural networks (RNNs) using an encoder-decoder
structure in a distributed manner. GNNs map network snap-
shots to low-dimensional embedding vectors, while RNNs
encode the dynamic changes between connections. A leader
machine controls the workflow and instructs multiple workers
responsible for the parallel processing of network snapshots.
This approach is effective in distinguishing dynamic network
changes in different timestamps, offering an advantage over
solutions focusing on static network status.

To preserve privacy during detection, Naseri et al. [127]]
investigated using FL to predict future security events. They
developed CERBERUS, a system utilizing Recurrent Neural
Networks (RNNs) from multiple organizations. The system
underwent utility, robustness, and privacy testing through
comparison experiments on non-independent-and-identically-
distributed (non-IID) datasets, as well as adversary attacks
and defense on models. Central differential privacy (CPD) in
FL was applied to defend against inference attacks, achieved
by sharing only dataset information. However, the paper also
highlights challenges in deploying FL for predictive security,
such as ensuring model robustness against adversarial attacks
and maintaining high utility while preserving privacy.

Du et al. [105] presented a novel approach, called Vul-RAG,
that utilized a knowledge-level retrieval-augmented generation
(RAG) framework to enhance vulnerability detection in code.
This approach operated in three phrases: constructing a vul-
nerability knowledge base from existing CVE instances, re-
trieving relevant vulnerability knowledge based on functional
semantics for a given code snippet, and leveraging LLMs to
assess the vulnerability of the code by reasoning about the
causes and potential fixes. However, limitations include the
potential failure of LLMs when handling lengthy contexts, as
directly incorporating all retrieved knowledge items can hinder
performance. Additionally, the approach relies heavily on the
quality of the constructed knowledge base, which may not
cover all possible vulnerabilities or scenarios.

Pasquale et al. [106] introduced ChainReactor, an automated
system for discovering privilege escalation chains on Unix
systems using Al planning. It addressed the limitation of
current vulnerability research, which focuses on individual
bugs rather than multi-step exploits. This system achieved
the detection via extracting system capabilities and encoding
them into a Planning Domain Definition Language (PDDL)
problem, enabling the detection of both known and novel
exploitation chains. However, it has several limitations: it
currently focuses only on privilege escalation, supports a
limited set of actions, and does not produce executable exploit
code for validation.

Despite the effectiveness of deep learning solutions, they
suffer from interpretability issues, being similar to black-box

models [20], [128]. Bias may be introduced due to data quality
and uncontrolled factors [10], leading to FPs in deep learning-
based anomaly detection systems. To address potential bias
and FPs, other solutions using pre-defined rules and scoring-
based anomalies have been proposed in various works.

c) Scoring Algorithm

The scoring algorithm is a component adopted in various
solutions [10], [90]], [1O1f]. It typically involves two types of
scores: similarity scores and anomaly scores. Anomaly scores
are used to aggregate anomaly or risk scores in most cases.
On the other hand, similarity scores can be computed at the
code-level or path-level.

As explored in Wang et al. [[129], they tackled the track-
ing problem among devices and calculated similarity scores
between devices for tracking purposes. Similarly, Yi et al.
[90] compared code in forked projects with their original
counterparts to identify the spread of vulnerabilities using
similarity score computation.

In contrast, anomaly scores find broader application. Ho et
al. [[101] utilized a rule-based anomaly scoring algorithm to
identify anomaly paths when locating APTs during the lateral
movement stage. Another study by Hassan et al. [10] intro-
duced a threat scoring methodology that enhances accuracy
and performance in APT detection. Bhattarai et al. 8] defined
risk scores based on different events in various layers of the
network, calculated using rarity scores and sparsity scores
of anomaly events. Additionally, intelligence-driven detection
algorithms, proposed by Li et al. [20], employed risk scoring
to identify anomalies based on risk thresholds.

Scoring algorithm-based methods help reduce false positives
in machine learning applications and enhance explainability
to some extent. However, as they operate as an additional
processing layer on top of other solutions, they can increase
computational overhead and introduce latency in decision-
making.

3) Industrial Detection Solutions

As a supplement, we also provide industrial solution on how
to detect and find the exploitation details of those APTs based
on supply chain vulnerabilities in Table

To summarize these solutions, we can divide them into
following categories:

o Behavioral and Process-Based Detection: Solarwinds,
NotPetya, Cozy Bear, and OilRig.

o Hash-Based and Artifact Detection: Kaseya VSA.

o Dynamic Code Execution Analysis: Lazarus Group.

o Abnormal Behavior and Traffic Analysis: CCleaner, and
Codecov.

B. Censoring Methods

This category encompasses defense methods specifically
targeting supply chain attacks, as presented in Table [III| based
on Yang’s Poirot [102]. The focus of these works is primarily
on early detection at the point of infection, with an emphasis
on code-level analysis. We have further divided this category
into three subgroups to provide a more detailed classification
of these defense methods.
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TABLE IV: Collection of Industrial Detection Methods against Supply Chain based APT

Name Detection Opportunities

SolarWinds [88]]

config in SSL certificates, IP address and logon activity, certain patterns of SMB sessions

CCleaner [130]

DGA detection, abnormal behaviour, execution of shellcode

NotPetya [81]

special process execution, network propagation with SMB, unauthorized MBR modification

Kaseya VSA [82]

certain hashes of files and domains

Cozy Bear [[131]

system binary proxy execution, logon auto-start execution

OilRig [[132] scheduled tasks, DNS protocol
Lazarus Group [[133]  DLL side-loading, reflective DLL injection, DLL search order hijacking
Codecov [84] dependencies, atypical IP addresses or regions, abnormal usage of env variables

1) Differential Analysis

Differential analysis systematically compares elements to
identify patterns or changes. In software security, it involves
comparing benign and infected software versions to detect
malicious components, highlighting specific divergences and
potential threats. This process helps identify anomalies indicat-
ing malicious code, enhancing software security and integrity.
The systematic examination of variations between different
software versions is instrumental in enhancing the overall
security and integrity of SSC.

Barr-Smith et al. [5] deployed an approach to detect the
insertion of malicious functionality in close-source SSCs
through differential analysis of binaries. The differential anal-
ysis points at the comparison of binary analysis between build
versions instead of analyzing a single version. By building the
system Exorcist to automatically analyze two examples, the
malicious indicators can be found via static analysis, dynamic
analysis, and binary analysis. The outcome of analysed results
are weighted in order to increase the reliability.

Froh et al. [109] used differential static analysis to identify
malicious updates in open-source packages. They used Cod-
eQL E] to detect suspicious behavior by comparing the results
between different versions of the packages. The features
analyzed include network activity, process actions, obfuscation
techniques, metadata, and code generation. Each update is
assigned a score based on these features and, if the score
exceeds a certain threshold, the update is flagged as malicious.
However, a limitation of this approach could be its dependency
on the accuracy and comprehensiveness of the CodeQL speci-
fications, which may not cover all possible malicious behaviors
or adapt quickly to new types of attacks.

Zheng et al. [[134] designed a dataset named D2A to
enhance Al-based vulnerability detection, using differential
analysis to label issues identified by static analysis tools. D2A
was constructed by analyzing version pairs from open-source
projects, focusing on bug-fixing commits to identify real bugs
that disappear post-commit, thus providing a more realistic
dataset for training models in vulnerability identification.
However, limitations include the continued reliance on static
analysis tools, which may still produce false positives, and the
dataset’s focus on open-source projects, which might not fully
generalize to proprietary software environments.

Differential analysis provides insights into how the current
code or package differs from a benign version, enabling the
identification of abnormal patterns to some extent. However,
its effectiveness is limited by the requirement for a large

Shttps://codeg].github.com/

number of benign examples. Additionally, it may produce false
positives, as mismatches do not always equate to anomalies.

2) Program Analysis

Program analysis involves examining code using static and
dynamic techniques. Static analysis reviews the code without
running it to find potential issues and security risks. Dynamic
analysis monitors the program during execution to observe
behavior, such as function calls and memory usage, revealing
runtime vulnerabilities that static analysis might miss. To-
gether, these methods provide a thorough understanding of
the program’s security and potential risks.

Ladisa et al. [13] focuses on the supply chain of the
Java ecosystem, driven by the scarcity of SSC studies in
this specific domain. The authors proposed the static analysis
approaches for malicious injected OSS Java repositories. The
static solution focuses on the features extracted from constant
pool and bytecode instructions with intra-procedural data-
flow analysis. By extracting critical information, their solution
achieved a promising detection rate with a less amount of data
to review. The detection rate is higher than the low detection
within antivirus (AV) methods. However, the paper acknowl-
edges several limitations: the undecidability of determining
maliciousness due to its relation to the Halting problem, the
inherent constraints of static analysis, and the focus on specific
types of malware, excluding others like hidden credentials or
security check removals.

Yi et al. [90] introduced BlockScope to identify propagated
vulnerabilities in forked blockchain programs. This tool an-
alyzes patched code from original projects by extracting key
statements using the Unix grep facility. By examining the
surrounding lines of code, the boundaries of ks are identified.
The vulnerability of a new code is determined by comparing
its similarity score, calculated using a normalized Levenshtein
algorithm, with a predefined threshold. BlockScope also ef-
ficiently narrows down the search scope by automatically
extracting and using the context of the patch code.

Wang et al. [135]] presented a novel approach to detecting
security vulnerabilities in software by introducing a represen-
tation called a vulnerability net. This net integrated with data
dependence graphs and control flow graphs to enhance the
detection of taint-style vulnerabilities. The approach aimed
to combine the strengths of static analysis tools and manual
audits by incorporating auditor expertise into the analysis
process. A limitation of this approach is that it may still require
significant manual input to accurately model complex software
behaviors, which can be time-consuming and may not fully
eliminate the potential for human error.



Censoring-based methods primarily focus on analyzing and
detecting threats by examining available source code. By
extracting insights from malicious code, these methods signif-
icantly enhance the likelihood of detecting similar malicious
code. Once deployed, incoming code can be quickly analyzed,
and malicious code effectively identified. However, a critical
challenge arises when source code is unavailable or inacces-
sible. This limitation has driven the development of proactive
methods capable of detecting a broader range of threats from
alternative perspectives beyond source code analysis.

3) Machine Learning

Machine learning can be applied at the feature level of code
to detect specific patterns indicative of malicious behavior. By
analyzing these patterns, ML algorithms can identify a range
of threats, including Trojans [[136]], backdoors [[107]], and other
malicious scripts [[108].

Cheng et al. [[108] proposed a forensic technique named
BEAGLE to defend deep learning backdoor. This technique
contains automatic attack root cause analysis, attack summa-
rization, and scanner synthesis functions. These functions can
decompose a Trojaned input into its original benign version
and its malicious trigger. The decomposed information can
help summarize the attack and also feed the scanner database.

Phillip et al. [[I07] explored backdoor mitigation in FL
setting ups via deep model inspection. They proposed a
novel model DeepSight which works as a filter composed
of three techniques called cosine distances, NormalizED UP-
date energies (NEUPs), and Division Differences (DDifs).
These techniques perform characterizing the data distribution,
and measuring fine-grained differences in the model internal
structure and its outputs. Therefore, it is possible to identify
suspicious model updates.

To address threats in OSS, Vasilakis et al. [15] proposed
Active Library Learning and Regeneration (ALR) for infer-
ring and regenerating the behavior of software components.
Integrated into the Harp system, ALR improves string pro-
cessing libraries by exploring, inferring, and regenerating their
behavior. It models behavior using a domain-specific language
(DSL) and creates vulnerability-free code that mimics the
original. Harp also uses static and dynamic analysis to better
understand the behavior of string processing components.

To detect vulnerabilities in function-level source code, Liu
et al. [110] introduced Vul-LMGNNs, a novel model that
combines sequence and graph embedding techniques. This
model accepted the input of CPG representation of source code
and leveraged a pre-trained Program Language (PL) model
to extract local semantic features. Additionally, the model
employed a Gated GNN equipped with convolutional layers
to fuse heterogeneous information within this graph. However,
the paper acknowledges two main limitations: the inherent
limitation of GNNSs in propagating structural knowledge across
multiple layers, which affects the ability to capture long-range
dependencies, and the under-utilization of the synergy between
sequence-based and GNN approaches in current research.

The censoring based methods focus on the detection on
available source code. By extracting insights from malicious
code, the detection possibility for similar malicious code can
become extremely high. When these methods are deployed, the

new coming code can be quickly checked, and the malicious
code can also be detected. However, one critical question is
how these methods can work when the source code is not
available or not accessible, which motivated the development
of some proactive methods that can detect wide range of
threats from other perspectives rather than source code.

C. Proactive Methods

The proactive method involves the deployment of defense
technologies prior to the occurrence and/or detection of APT
attacks. This approach can be approached from distinct angles.
Firstly, it begins with assessing an institution’s assets and
identifying potential attack vectors targeting those assets. This
includes collecting and analyzing public threat data and imple-
menting typical defense solutions. These actions fall under the
umbrella of risk management, encompassing impact analysis
for owned code or projects, enumeration of attack vectors, and
the utilization of cyber intelligence.

Another perspective of the proactive method focuses on
prevention. One of the most efficient strategies found is the
application of blockchain technology to ensure the verification
of official digital sources or provenance data. By leveraging
blockchain’s immutable and transparent nature, organizations
can enhance the trustworthiness and integrity of their digital
assets, thereby mitigating the risks associated with potential
APT attacks.

1) Risk Management

a) Impact Analysis

Impact analysis refers to the systematic evaluation of po-
tential or realized consequences that threats pose to an orga-
nization’s assets, operations, or overall security posture. This
process involves identifying the vulnerabilities exploited by
attackers, assessing the direct and indirect effects of such
exploitation, and quantifying the resulting risks to prioritize
remediation efforts.

In [16]], the number of downloads has been mentioned as
one of the attributes to measure the impact of influence of an
OSS attack. Similarly, Jiang et al. [44] investigated the security
of the Pre-trained Model (PTM) supply chain, focusing on
models hosted on platforms like Hugging Face, where popular
models see millions of downloads. Combining techniques from
package ecosystem security and deep learning attacks, they
analyzed threats and evaluated security risks across eight major
model hubs. Their findings highlighted insufficient defenses
for PTMs and proposed future directions, including depen-
dency and impact analysis, along with automated tools for
model auditing and scanning.

Yang et al. [137] proposed a risk management approach
to mitigate APT-related losses. They modeled expected loss,
state limitations, and response resources using a graphical
topology of interactive hosts. Treating the problem as a game-
theoretic challenge, they sought a Nash equilibrium, solved
via a greedy algorithm to generate response strategies. The
approach was tested with various attack/response strategies,
evaluating potential losses in different scenarios, considering
factors such as loss, value vectors, topology, and organizational
context.



Guo et al. [138] explored how emerging information tech-
nologies (ITs) such as big data analytics, the Internet of
Things, and blockchain can mitigate supply chain vulnerability
in volatile environments. By identifying nine emerging ITs
and fourteen mitigating factors, the research employed a novel
DEMATEL-ISM approach combined with grounded theory
to reveal multi-stage impact pathways. The findings suggest
that these technologies do not directly reduce supply chain
vulnerability but enhance internal factors by addressing exter-
nal organizational factors, thereby strengthening supply chain
resilience. However, the study’s limitations include potential
biases from the literature and interviews used to identify ITs
and mitigating factors, and the generalizability of the findings
may be constrained by the specific contexts.

Impact analysis provides a reliable prediction of potential
impacts based on various factors, making it valuable for de-
ploying prioritized defense strategies. However, these solutions
require further evaluation in real-world scenarios to ensure the
proposed models perform as intended.

b) Attack Vector Enumeration

Attack vector enumeration denotes the systematic identifi-
cation and categorization of all possible pathways or methods
that an adversary could exploit to compromise a system,
application, or network within the supply chain. This process is
critical for understanding and mitigating risks, as supply chains
often involve multiple interconnected entities and systems,
creating a wide range of potential entry points for attackers.

Ladisa et al. [[16] introduced a comprehensive taxonomy of
attacks, structured as an attack tree, which is independent of
specific programming languages or ecosystems and encom-
passes all stages of the supply chain from code contributions
to package distribution. The taxonomy’s validity and utility
were positively evaluated through surveys with 17 domain
experts and 134 software developers, who also assessed the
practicality and costs of the safeguards.

To measure the impact of supply chain attacks on package
managers, Duan et al. [14] proposed a framework to assess
the functional and security features of package managers,
analyzing those for interpreted languages using program anal-
ysis techniques. They identified malicious programs in PyPI,
NPM, and RubyGems but faced limitations, including low
coverage in dynamic analysis, inaccuracies in static analysis,
and a narrow focus on interpreted languages without offering
comprehensive solutions to supply chain attacks.

Eggers et al. [22] investigated the cyber-attack surface
related to nuclear-related supply chains. The authors discussed
overlooked supply chain threats and vulnerabilities and de-
signed an attack surface diagram to enumerate risks and
potential attacks between different steps. The diagram aids
security personnel in enhancing risk management processes.
This research serves as a platform for further supply chain
research and can help develop supply chains with provenance
capabilities. It also motivates the development of improved
security credential verification processes and secure tamper-
proof distribution methods.

Due to the complex inter-dependencies among numerous
supply chain stakeholders, challenges arise, including the lack
of third-party audit schemes and cascading cyber threats.

Yeboah et al. [26] analyzed supply chain cyber threats using
the STIX threat model in a case study of an Electric Power
Station. By applying CVSS concepts, they quantified factors
like Penetration and Manipulation to calculate attack proba-
bilities and assess severity.

Enumerating attack vectors requires both expert knowledge
and significant manual effort. By identifying these vectors,
organizations can deploy more proactive and tailored defense
methods, effectively preventing the majority of potential attack
scenarios. However, a key drawback is the reliance on enumer-
ated threats, which leaves unknown threats unaddressed.

c) Cyber Intelligence

Cyber intelligence in general refers to the collection, analy-
sis, and interpretation of information related to specific cyber
threats. To defend APTs based on SCVs, it involves using
actionable insights to identify, monitor, and mitigate risks
associated with both known and emerging vulnerabilities in
the interconnected systems, vendors, and software within the
supply chain.

Li et al. [20] proposed a cyber intelligence-driven approach
for detecting APTs at the network edge. They developed a
Bayesian Stackelberg game model and a CTI-based defense
strategy, along with algorithms for dynamic resource allocation
and real-time detection using deep reinforcement learning.
Their work enhanced detection accuracy and transparency
while addressing limitations in existing methods.

Ren et al. [113]] designed a cybersecurity platform to en-
hance the attribution of APT using a knowledge graph model.
This model is built from open source cyber threat intelligence
(OSCTI) and aims to improve the way threat knowledge is
expressed, allowing security researchers to efficiently access
diverse threat information for intelligent decision making.
The platform integrated deep learning and expert knowledge
to continuously update and complete the knowledge graph,
enabling proactive defense strategies rather than traditional
passive methods.

Yin et al. [[114] proposed a novel approach using graph-
driven intelligence, arming the discovery of co-exploitation
behavior as a link prediction problem within a vulnerability
knowledge graph, to addresses the challenge of co-exploitation
behavior in cybersecurity. They introduced a modality-aware
graph convolutional network (MAGCN) to integrate multi-
modal entity attributes and graph connectivity features into a
unified feature space, enhancing link prediction performance.
However, a limitation of this study is the reliance on historical
data, which may not fully capture emerging vulnerabilities or
novel exploitation techniques, potentially affecting the model’s
applicability to future threats.

A key challenge in integrating cyber intelligence into de-
tection is that OSCTI may not always deliver comprehensive
or up-to-date information, as highlighted in [113], [114].
To address this limitation, the incorporation of additional
techniques is essential to ensure robust and proactive methods.

2) Block-Chain based Design

The integration of blockchain technology into the supply
chain has been widely explored. In the survey [139], the
authors explored solutions to solve issues within Supply Chain
Management systems. Those issues relate to security, fraud,



traceability, and product counterfeiting. Utilizing blockchain
can minimize the risks existing in supply chain. The follow-
ing work provide more specific scenarios when integrating
blockchain to solve potential threats.

Bandara et al. [140] proposed Let’sTrace, a system that
combines blockchain, the Update Framework (TUF), In-
Toto, and FL to increase cybersecurity in the CSC. TUF
secures update systems, while In-Toto ensures a safe software
development lifecycle. Blockchain, integrated hierarchically
among stakeholders with smart contracts, verifies identities
and messages. TUF and In-Toto further ensure update and
supply chain integrity. Using FL, the system privately analyzes
update and supply chain data, significantly reducing risks from
compromised signing keys, repositories, third-party software,
and update mechanisms.

Craciun et al. [30] proposed another possible solution to
prevent the stealing of signatures in hardware development
is the deployment of a blockchain infrastructure with smart
contracts. This approach verifies trusted counterparts during
integration by using encryption methods with public and
private keys shared between senders and receivers.

Islam et al. [112]] combined Physical Unclonable Function
(PUF) enabled Radio Frequency Identification (RFID) tag with
the support of blockchain to prevent product counterfeiting
issue. They proposed mainly three protocols: registration pro-
tocol, verification protocol, and transaction protocol to ensure
the authentication of ownership and also the safety of sensitive
information. Similarly, in [111], the authors also utilized
blockchain, especially emphasizing its decentralization, to
provide the data provenance tracking and further ensure the
data integrity. They have claimed this implementation can
prevent single point failure and protect the whole supply chain
from threats like Man-in-the-middle relay attack, denial-of-
service, and spoofing attack on data of product records.

Blockchain-based methods take a preventive approach to
safeguard the entire supply chain from tampering. However,
their implementation faces significant challenges, including
legal concerns and substantial engineering efforts, which have
limited their practical adoption.

VI. QUANTITATIVE ANALYSIS OF SOLUTIONS

To validate the solutions against APTs based on SCVs, we
perform quantitative analysis for them. To quantify the risk that
an APT will succeed in progressing to the next stage without
detection, we propose survival analysis [[141], especially Cox
Proportional Hazards models [[142], based method to validate
the efficiency of solutions against APTs , which is motivated
by the work [143]]. This analysis method was originally applied
in medical domain to predict the survival rate of person at
certain time, in which extra factors are considered. To combat
APT activities, we incorporate this concept into measuring
the duration of attack activities. This approach evaluates the
potential for threat mitigation or detection at each stage of the
attack by integrating multiple factors.

The factors to consider in this quantitative analysis are
categorized into three groups: focused detection stage, system
performance (like generality, false positive rate, etc), and

applied number of core technologies. The first factor regarding
focused stages is based on the assumption that earlier the
detection and mitigation can take place, the less damage
ensues. Each stage in APT depends on the previous stage,
except that some stages have bidirectional dependencies due
to iteration. It is also more feasible to identify APT in early
stages than in later stages. Furthermore, when more stages are
covered in analysis, there is a higher probability of precisely
locating and mitigating APTs [144]].

The detection performance is another factor that can poten-
tially influence the outcome. One typical reason is the false
positives, leading to alert fatigue. Furthermore, whether the
detection system can adapt to newly or unknown exploitation
methods and consistently evolve is also crucial in practice
because that the attack technology has been evolving over
years. Referring to Table we compare some recent work
on supply chain security on metrics such as generality and
scalability, from which we can identify the diverse capability
of different solutions.

The number of technologies applied can indicate whether
the solution combines multiple technologies, which can en-
hance detection performance and potentially overcome the
drawbacks of the sole solution. However, the choice is also a
trade-off between efficiency (compute overhead) and detection
performance (accuracy). From Table we can reasonably
infer the number of implemented technology falls inside the
range from 1 to 4.

To calculate the detection “survival” at different APT stages,
we construct a survival model that incorporates these dimen-
sions as co-variates. Let .S; represent the APT stage, where
i € {1,6}. Generality G reflects how well the detection solu-
tion can adapt and update over time, which is represented as a
continuous score G € [0, 1]. We take the same representation
method for false positive rate (FP), for which F'P € [0, 1]. The
number of core technology 7' is a discrete variable which falls
into the range T € {1,4} . Finally, the survival function S(¥)
represents the probability that a detection solution successfully
detects an APT before stage ¢. A lower survival probability
implies that APT has not been detected before a particular
stage. The hazard function h(t), motivated by [145], defines
the instantaneous risk of failure at time ¢, expressing as:

h(t) - )‘(t | G,FP, T) - f (Sc) (1

The Ao(t) is the baseline hazard at time t and f (S.) is
a stage coverage factor where S, is the set of stages being
monitored. The two separate functions are detailed as:

At |G, FP,T) = Xo(t)exp (81G + B2 FP + 33T) (2)

in which all the fs represent the coefficients that measure
the impact of each factor on the hazard. We initialize the values
for them like -0.8 (high generality lowers the hazard), 1.5
(higher false positive rate increases the hazard), and -0.3(more
technologies slightly lower the hazard).

ISl

total

fS) =1+a 3)
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TABLE V: Proposed Challenges in References

g 3 - g g
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g o 9 £ = = S £ 8 = 2 ° o =
¥ & & = E g & B ® ® °F 2 = g 5
2 € 2 % & £ & E £ ¢ g £ = = € § =
208 2 ] = = 3 £ g < S 5 g 2 %
T 3 & 3 g Z g &8 = & &8 » £ 5 g 3 2 B2
2 FE 3 £ € £ £ ¢ & ¥ 2 B F o2 o2 E o2 %
Proposed Challenges £ 8§ & ¢ £ 3 5§ 8 & =& 5 & z & % s &% 8
Du et al. (2024) [105] v X v v X X X X X X X X X X X X X X
Pasquale et al. (2024) [106] v X X v X X X X X X X X X X X X X X
Liu et al. (2024) [[110] v X X X X X X X X v X X X X X X X X
Bhattarai et al. (2022) [3] X X X X X X X X X v v v v X X X X X
Irshad er al. (2021) [9] v X X X X X X X X x v v X X X X X
Alageel et al. (2021) [6] X X v X X X X X X X x v v X X v X X
Alsaheel et al. (2021) [7] X X X v X X X X X X x v v v X X X X
Ho er al. (2021) [101] X X X X X X X X X X v X X X X X X X
Wilkens et al. (2021) [17] X X v X X X X X X X X v v v X X X X
King et al. (2023) [104] v X X X X X X X X X X v v X X X X X
Xiong et al. (2022) [103] X X X X X X X X X X v v v X X X X X
Barr-Smith ez al. (2022) [5] X X X X X X X X X X X X X X v X v X
Ladisa et al. (2022) [[13] X X X X X X v v X X X X v X X X X v
Vasilakis et al. (2021) [15] X v X X X X X X v X X X v X v X X X

The |S.| is the number of stages the solution monitors. The
« 1s a weighting factor indicating the impact of each additional
stage on the detection likelihood, with default value 0.5.

The solutions chosen to calculate the quantitative hazard
score are from Tables and [[II] with their drawbacks and
the challenges described as examples to represent the detection
performance score. In term of the initial baseline hazard for
various stages, we propose a stage-based difficulty weight w(t)
,inspired by Growth Models [[146]. This weight is assigned to
each stage under the assumption that earlier stages have lower
values due to the absence of overt malicious activity [147].
The weight is computed using the following formula:

w(i) = a-i® = i) = Ao - w(i) 4)

Let ¢ as the index of stage (2 for delivery, etc), and a (0.2)
and b (1.5) are constants that control the steepness and shape
of the increase across stages. The Table illustrates the
quantitative score after taking described factors into consid-
eration, to validate the detection performance against APTs.
To quantify factors like generality and false positives, we map
the string values defined based on evidence from papers to
numeric values to build clear criteria. The mapping values for
generality are like:

o High (0.8 - 1.0): The solution is demonstrated to work
across multiple domains or threat models, supported by
diverse experimental results, evaluations, or claims.

¢ Medium (0.4-0.7): The solution is effective in multiple
but related domains or for a limited range of threats with
moderate generalization.

e Low (0-0.3): The solution focuses on highly specific
scenario or dataset with limited applicability to other
domains or threats.

The mapping values for scalability are like:

o Low (0-0.3): False positive rate < 10%, based on empir-

ical evaluation or clear metrics or claimed.

e Medium (0.4-0.7): False positive rate between 10-30%.
o High (0.8-1.0): False positive rate > 30%.

The goal is to provide a qualitative comparison informed by
quantitative analysis, rather than aiming for precise estimates.

TABLE VI: Quantitative Analysis of Solutions Against APTs

3 1}

3 & 2 3

Solutions & & £ O ==
Du et al. (2024) [105] delivery 09 03 1 0.346
Pasq. et al. (2024) [106] lateral movement 0.3 0.1 4 0.102
King et al. (2023) [[104] lateral movement 0.6 0.2 2 0.169
Ladisa er al. (2023) [71] delivery 06 02 1 0.254
Xiong et al. (2022) [[103] full stages 0.8 0 2 0518
Barr. et al. (2022) [5] delivery 0.7 02 1 0.254
Alsah. et al. (2021) [7] full stages 07 02 2 0518

The table above provides an estimate of the likelihood
of detection failure for each solution, with higher values
indicating a greater chance of failure. In recent years, the
hazard score has decreased to below 0.4, suggesting overall
improvement in detection performance over time. However, a
review of the literature reveals persistent critical challenges,
highlighting potential opportunities for further research.

VII. CHALLENGES & RESEARCH OPPORTUNITIES

The latest research regarding specific sub-direction of ex-
ploiting SCVs has been discussed in this survey. As described
in Table we find that recent work has made strides in
addressing certain potential challenges. In particular, although
some works may not explicitly mention full-stage APT detec-
tion, they demonstrate the capability to detect and track entire
stages of APT attack [7]-[10], [17]. However, it is essential to
acknowledge that, achieving full-stage detection can introduce
biases and side effects on performance in practice.



To provide an updated overview of current research chal-
lenges, we have documented the limitations and key issues, as
illustrated in Table [V] and Table Enriching the context,
we have considered both the supply chain and evasion attack
perspectives. The supply chain aspect contributes to addressing
typical types of APT attacks, while evasion attacks focus on
potential adversarial attacks for data falsification, which can
undermine defense systems. In the following discussion, we
highlight key challenges identified from the reviewed papers:

Supply Chain-based APT Datasets: Current detection
systems are primarily focused on simulated APT attacks that
replicate common threats over a short time frame [§]], [[148].
However, real-world APT activities can extend for several
months [8], [88], and SCV-based APTs are particularly dif-
ficult to detect [4]], [78]. Additionally, latest dataset is not rep-
resentative to demonstrate the exploration on advanced supply
chains [|68]], [72], which further causes the lack of benchmark
comparison on detection performance for this specific threats
[71]. Those limitations from available data sets can hinder the
detection performance for these specific types of APT.

The further research direction should involve the genera-
tion of new dataset can illustrate the latest trend for supply
chain exploration, especially the scenarios since Solarwinds
happened [4f], which can be served for benchmark of works
under this attack.

Multi-Source Fusion: Previous works in the field have
predominantly relied on a single data source, such as browser-
based history [119]], audit logs [9]], or network traffic [|6], as
the cornerstone of their data provenance-based approaches [[7]],
[17]. Although some efforts, such as [[7], [44]], have integrated
two data sources, such as system and application logs, these
sources still fall into the same category of low-level logs,
potentially lacking insights into higher-level behaviors. The
solutions involve fusing multi-source data, such as system,
network, process information, to comprehensive represent the
system status, potentially using a graph-based approach. Fur-
thermore, incorporating temporal information into the graph
representation is essential to capture the evolving status of
system components. This enables the use of temporal graph
learning [[149] to identify evolving anomalies effectively.

Evasion and Privacy: While numerous efficient systems
demonstrate remarkable detection performance, some still
lack robust defenses against potential evasion attacks. Threats
such as adversarial attacks for data, model stealing, and
privacy disclosure can pose serious challenges [8], [101],
[129]. Certain initiatives have focused on addressing privacy
and robustness issues [[127]], [[140]. However, these solutions
remain challenging to deploy in real-world applications when
it comes to legal issues or trust issues, even with the possibility
of reduced performance. The integration of FL presents a
viable solution to address potential privacy issues [[68]], [150],
especially when it is not feasible to transmit client monitoring
data to a central server for analysis. To counter evasion threats,
augmenting training data with adversarial examples or noise
is a recommended approach for enhancing robustness and
mitigating bias during the training process [151], [152].

Self-Evolving Systems: Most current research on APTs
and supply chain threats emphasizes achieving high precision
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and other metrics on specific datasets, with some approaches
demonstrating generalizability to new patterns and potential
unknown threats [76], [129]. However, these solutions often
overlook the need for systems that evolve over time. A critical
gap remains in how to incorporate information from false
positives and negatives to continuously update and improve
threat detection systems. While continual learning has been
studied for years, with methods proposed to mitigate catas-
trophic forgetting [153]], [[154], this approach deserves greater
attention in the design of threat detection frameworks.

Efficient Explainable Detection: With advancements in
LLM, recent studies [67], [110] have begun integrating LLMs
into threat detection, offering potentially more explainable
results. However, due to their high computational overhead
and longer training time, deploying LLMs for APT detection
remains impractical. Graph-based representations for analyz-
ing software or function dependencies also enhance explain-
ability, yet integrating of GNN [66], [73] further escalates
computational demands. Future research should concentrate
on development of lightweight LLM [155]], efficient training
or retraining for LLM, and applying model compression
techniques to GNNs [156] or exploring distributed training
for GNNS.

VIII. CONCLUSION

In this survey, we focus on a special type of APT that
exploits SCVs. This is a subject that, to the best of our knowl-
edge, has not been thoroughly researched before. We gather
real-world APT attack scenarios and analyze both industrial
detection and academic defense methods to provide a com-
prehensive overview of the current challenges, solutions, and
future directions in this domain. Employing various analysis
techniques such as graph-based analysis, statistical analysis,
and comparative studies, we extract valuable insights from
the collected data. To better comprehend the current threat
landscape, we present a triage of supply chain-based threats
based on different frameworks. Additionally, we propose a
unified threat model based on actual scenarios and develop
a customized detection chain. By combining hardware and
SSC perspectives, we conduct an in-depth enumeration of
attack vectors, offering guidance for defense deployment. To
showcase state-of-the-art defense methodologies, we further
classify defense technologies pertaining to both APTs and
supply chain attacks. Finally, we identify limitations and draw-
backs from existing literature, elucidating the challenges and
outlining future research directions. Our intention is for this
survey to benefit both industry and academia and contribute to
safeguarding the Internet world against APTs exploiting SCVs.
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Name

Techniques

Initial Stage

Communication

Supply
Chain

XDSpy [157

Exploitation for Client Execution,
Office Application Startup: Outlook,
Develop Capabilities: Malware,
Active Scanning,

Data from Local System,

Gather Victim Identity Information

Spearphishing Link,
Spearphishing via Service,
Watering Hole (WH)

HTTPS

No

Modified Elephant [158]

Develop Capabilities: Malware,

Develop Capabilities: Digital Certificates,
Input Capture: Keylogging,

Exploit Public-Facing Application,

Valid Accounts: Cloud Accounts,
Automated Exfiltration,

Remote Access Software

Spearphishing Link,
Spearphishing via Service

Develop Capabilities: Malware

No

Cozy Bear [131]

Local Account, Brute Force:
Credential Stuffing,

Steal Web Session Cookie,
Windows Management Instrumentation,
Additional Cloud Credentials,

Office Application Startup: Outlook,
Inter-Process Communication:

Pass Access Token,

Logon Session: Pass the Hash,
Exploit Public-Facing Application,
Scheduled Task/Job: Scheduled Task

Phishing, WH

Web Services: Exfiltration Over

Asymmetric Encrypted Non-C2 Protocol,

Custom Protocols (CPS)

Yes

TajMahal [159]

Pre-OS Boot: Component Firmware,
Process Injection:

Dynamic-link Library Injection,
Input Capture: Screen Capture,
Archive Collected Data,

Data Staged: Archive via Utility,
Upload Malware, Tool,
Credential Dumping:

Credential API Hooking,

Input Capture: Keylogging,
System Profiling,

Video Capture, SDM,
Self-Updating Mechanisms,

Phishing

Custom DNS Protocol,
HB, HTTPS

Maybe

Fancy Bear [160]

Phishing, WH, DT, RE
Zero-Day Vulnerabilities (ZDV),
Input Capture: Keylogging,
Data Staged: Archive via Utility

Gather Victim Identity Information

Domain Fronting (DF), Encrypted Channel:

Asymmetric Cryptography

Yes

Lazarus Group [133]

WH, Phishing, ZDV, Defacement,
Remote Command Execution,
Input Capture: Keylogging,

Data Staged: Archive via Utility

Gather Victim Host Information,
Gather Victim Network Information,
Gather Victim Identity Information

Proxy, Encrypted Channel:

Asymmetric Cryptography, Upload Malware

Yes

Equation Group [161]

ZDV, Rootkit, Resource Enhancement (RE),

Pre-OS Boot: Bootkit, DE
Network Protocol Interference,
Command Execution (CE),
Installing Payloads ,HB

Gather Victim Host Information,
Gather Victim Network Information,
Active Scanning

CPS, Data Obfuscation: Junk Data

Yes

Comment Crew [162

ZDV, WH, HB, Remote Access Software

Phishing, Exploitation for Privilege Escalation

Gather Victim Host Information,
Gather Victim Network Information,
Active Scanning,

Gather Victim Identity Information

Exploit Public-Facing Application: DNS Server,
Encrypted Channel: Asymmetric Cryptography,
Web Services: Exfiltration Over Asymmetric

Encrypted Non-C2 Protocol

Hidden Lynx [163]

Phishing, WH,

ZDV, Remote Access Software,
Input Capture: Keylogging,
Data Staged: Archive via Utility

Gather Victim Host Information,
Gather Victim Network Information,
Active Scanning,

Gather Victim Identity Information,
Phishing

Data Obfuscation: Steganography,

Encrypted Channel: Asymmetric Cryptography

Winnti Group [164]

Phishing, WH, Exploit

Public-Facing Application: Web Server,
HB, Input Capture:

Keylogging, Remote Access Software

Active Scanning for Exposed Credentials

Web Services: Exfiltration Over Asymmetric

Encrypted Non-C2 Protocol,
Proxy, HTTPS,

Upload Malware: Content Upload,
CPS

Yes

DarkHotel [165]

WH, Phishing, Remote Access Software
Input Capture: Keylogging

Gather Victim Identity Information,
Gather Victim Organizations

Wi-Fi Evil Twin,

Phishing, Upload Malware: Content Upload

OceanLotus [166]

WH, Phishing, HB,

Valid Accounts: Cloud Accounts,
Input Capture: Keylogging,
Remote Access Software

Gather Victim Host Information,
Gather Victim Network Information,
Phishing

HB, Web Services:
Exfiltration Over Asymmetric
Encrypted Non-C2 Protocol

No

Turla Group [167]

Hijack Update (HU), HB,

WH, Data Manipulation, Rootkit,
DT, Input Capture: Keylogging,
Data Staged: Archive via Utility

Gather Victim Network Information,
Gather Victim Identity Information

Upload Malware: Content Upload,
Proxy: External Proxy,
Satellite-Based Communication Channel
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TABLE VIII: Comparative Analysis of Supply Chain Security Solutions
=
g
£
< o )
z > 5 © 3 = 2
2 = 2 2 £ -:: Z E
: z 3 = : £
5 b 3 = g 2 g g
Solutions &) ) = R &) = &) =
Pasq. et al. [72] (2024) Era"s.fer low 17000 82.9% . source code low lack of diversity in dataset
earning
Dai et al. [74] (2024) CPG medium 207697 53.4% high  source code high dependence on historical data;
heterogeneity of data
. sensitive to unknown words / vulns;
Rozi et al. [73] (2024) CPG, GCN low 5578 70.98% - source code low X .
struggle to capture crucial textual info
Ladisa et al. [71] (2023) ML high 194 84.4% low source code  medium sample scarcity;
no benchmark comparison
Blockchain, . . transform, .
Nata. et al. [69] (2024) Cloud high - - adaptive integrity high -
Federated . transform; . L
Khan et al. [68] (2023) L . high 22339021 99.32% - . uncertain require live data to evaluate
earning privacy
Tran et al. [66] (2024) BERT, GNN medium 211317 74.10% high source code high high space complexity
22361; 66.38%, reliance on the scale of training data;
Lu et al. [67] (2024) LLM high 179299; 35.93%, high source code high extensive training time g ’
18169  42.26% £
W tal. [75] (2022) Dependency di 739 hioh d d hich required manual analysis;
ang et al. Analysis medium . ¢ 18 ependency 18 reliance on indicators
Reinforcement . .
Hu et al. [76] (2024) Learning high 10987 97.18% - dependency high -
Cerch. et al. [70] (2023)  Blockchain high ; ; high ~ Uansform. L dium trust issue;
regulatory and legal aspects

privacy
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