The Central Research institute
of the Armed Forces of Ukraine

Military Science. VVol. 3 No. 3 (2025)

Received: September 6, 2025 | Revisions Requested: October 15, 2025 | Revision Received: October 30, 2025
Accepted: October 30, 2025 | Published Online: December 1, 2025

Licensed (C) by Creative Commons Attribution International License 4.0 (CC BY-NC-SA)

DOI: 10.62524/ms;j.2025.3.3.6
The operational value of EW in Contemporary Warfare — a Scandinavian view

Kristofer Bengtsson
Master of Political Science
Head of Department
Swedish Defence Research Agency
164 90, Stockholm, Sweden
e-mail: kristofer.bengtsson@foi.se
ORCID: 0009-0005-2874-7522

Petter Bivall
Doctor of Philosophy
Head of Department
Swedish Defence Research Agency
164 90, Stockholm, Sweden
e-mail: petter.bivall@foi.se
ORCID: 0000-0002-2595-093X

Abstract. Electronic Warfare capability has proven its value on the battlefields of Ukraine on
a scale hitherto never seen. This applies to air, naval and land warfare, as well as to operations in the
space, cyber and information domains. Information superiority has proven its worth once again, even
on a tactical level using distributed EW. One contributing factor is the rapid technology development
cycle which has enabled both sides to use uncrewed or even autonomous vehicles with assorted EW
payloads, for example repeaters for increased range for remote sensing and communications as well
as jammers. Against this background it is relevant to raise the question how the current rapid
development will manifest itself in future warfare and what the limiting and enabling factors will be
when aiming to beat the opponent in achieving the best inventive EW solutions. This paper aims to
explore a consolidated, open source based view on lessons learned from Ukraine concerning
Electromagnetic Spectrum Operations and their implications on tactics and operations in
contemporary warfare. From this standpoint, the purpose of this paper is to describe challenges and
opportunities in future warfare, based on observations in Ukraine and applied to an Arctic context.
The method applied is a survey of the field, with the addition of a military contextual analysis and
prognosis. The basis is a thematic overview using open source information sources, primarily
originating from the Swedish Armed Forces, The Swedish Defence Research Agency (FOI) and the
Swedish Defence Materiel Administration (FMV). Thereby this paper largely rests on information
from three independent Swedish defence agencies. From observing the ongoing war in Ukraine this
paper concludes that the current operational environment is under rapid and constant change, and the
experiences made are vital to understanding the dynamic nature of contemporary and future warfare.
The question is which factors will be the game changers, and therefore the most valuable lessons, if
applied to combat operations in the Arctic?
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Introduction

One of the few known aspects of the future battlefield is that the next war will not be like the
present war. One factor introduced in the current war is the enhanced and distributed use of EW.
Consequently, the debate on the operational value of EW in contemporary and future warfare has
been refuelled in force. The debate has covered several aspects regarding how to best utilize EW as
compared to conventional hard-kill warfare, for example, the rumour of the demise of the tank and
manoeuvre warfare seems to have been severely overrated.

There are many thoughts and ideas regarding EW in future warfare, several of which are just
that, thoughts and ideas. There are a multitude of unknowns in this equation as the studies of the
future is faceted by uncertainties, guesswork and assumptions.

Nevertheless, studies must be conducted in order to facilitate proper and relevant development.
This, in turn, calls for a fair share of investment as these studies lay the foundation for the war fighters
and weapons of the future. Preferably, future concepts are thoroughly investigated from different
angles, considering overarching operational and tactical perspectives, and thereby forming and
defining a viewpoint of a new map for the future battlefield. These early thoughts serve as blueprints
for the combat equipment and field manuals 20 years from now.

A good starting point is to assess the state of contemporary warfare and combine these
assessments with some forward leaning creative descriptions of possible technological development.
Assessments and descriptions can then be compared to a historical review of earlier technological
leaps in an attempt to identify gaps.

From the viewpoint of contemporary conventional warfare, with high intensity and an ever
increasing combat tempo, a few important questions arise:

How to enhance military operations with EW capabilities without making your actions and
counteractions predictable and therefore less prone to have the intended effect?

How to operate and conduct offensive combat operations on a higher tactical level?

What effect will autonomy and autonomous vehicles (land, sea, air, subsurface, space) have
upon EW?

This paper aims to address these questions on a conceptual level, with the currently ongoing
Russian illegal war in Ukraine as an analytical framework. The work is confined to concepts,
historical as well as contemporary. Furthermore, contemporary lessons are considered and used as a
foundation to glance at future combat concepts viable within a time span reaching from 10 to 20 years
from now.

The aim of this paper is to first present a brief literature overview and, based on the overview,
discuss possible concepts for future force development. The contents of this paper is delimited to be
based on and consist of aggregated publically releasable information.

Materials and Methods

The method of the present work is similar to a survey of the field, with the addition of a military
contextual analysis and prognosis.

The basis is a thematic overview using open source reports, primarily Swedish reports from the
past three years. Gap analysis is briefly provided by comparing “classic” (most notably ground
warfare tactics) and doctrinal approach to the conceptual framework from the open source reports.

Results
For the past few years, there has been an ongoing discussion in military academia and military
R&D regarding the future of armoured warfare when exposed to an increased tempo in development
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of Electronic Warfare capabilities (sensors, weapons) as well as in the space and information
domains. The tank has proven its value and the rumours of its imminent demise are severely overrated.
However, the discussion has addressed the need to rework the basic ground tactics more or less taken
for granted for almost a century (if not more).

The Swedish Armed Forces has recently presented its (publically releasable) initial key findings
when analysing the ongoing war in Ukraine (Forsvarsmakten, 2024). These findings point to the
overarching difficulties caused by an ever increasing need for rapidness in the decision cycle as well
as in the kill chain. This increased tempo is partially due to the high density of sensor coverage and
the connectivity of sensor networks. Seemingly unlimited sensor data presents military thinkers with
a theoretical problem of width and depth: How to conduct operations in accordance with classical
military ground tactics while facing growing hardships in concealing units and movements, combined
with the threat from extended ranges for indirect fire support and ground attack missiles?

One observation is that combat is conducted with two opposing post-Soviet military systems.
Ukraine still has a theoretical base in the Soviet system, but is also rapidly developing its military due
to western influences and extensive Ukrainian combat experience. This has proved to be quite
successful when it comes to the development of tactics and materiel. However, the Swedish Armed
Forces does not observe any new operational concepts or principles.

Osflaten (2023) points out several factors in Russian Land Warfare that seem to have remained
more or less constant throughout the past 40 years, and not likely to be altered in the coming 10 to 20
years either. One such important notion is the Russian (the Soviet) Ground Forces have envisioned a
frontline that has to be breached, a notion dating back to the 1920s and 1930s, a time when western
military theorists were trying to get their heads around lessons learned from World War I and how to
restore manoeuvre as a centrepiece on the battlefield. The western theorists envisioned
manoeuvrability as a key ingredient in the wars to come, or as in the French case, decided to build
impregnable fortifications to render all offensive actions worthless in the face of well-fortified units
with the ability to control their surroundings with accurate and well-distributed fire missions. This
would halt an enemy offensive and keep the enemy occupied until own armoured units could turn up
and strike a decisive blow to the enemy. The Russian solution to enable manoeuvre, albeit still
envisioning the breaching of a contact line, was concentrated firepower enabling a breach in the
contact line, a breach which could then be exploited. Using more coordinated fires followed by swift
manoeuvre by infantry units the breach is completed, which in turn could be further exploited by the
use of mechanized and/or armoured units (Osflaten, 2023, p.42; Ulfving, 2005, p.69). This bears some
resemblance to the battlefield of Ukraine today and the fact that Russia has focused a lot of its military
resources into artillery. Russian Warfare is artillery centrict by nature and Russia has based much of
its operational thinking upon combined arms Warfare as a consolidated approach (Osflaten, 2023,
p.73), even since before the Second World War.

Another key aspect brought forth by Forsvarsmakten (2024, p.5) is the observation that close
to no joint operations have been conducted by the Ukrainian armed forces, and the few executed
have been partially or totally abandoned from time to time due to pressing matters in one domain.
This, in the view of the Swedish Armed Forces, demonstrates the importance of continuously, if not
constantly, presenting the enemy with a dilemma in close to all domains, in order to force the enemy
to act upon this dilemma and consequently lose the initiative.

One dilemma presented by the Russians has been their superiority in firepower that, especially
in the early stages of the invasion in 2022, limited Ukrainian defence and combat operations. Ukraine
on the other hand has presented another dilemma: uncrewed vehicles. These uncrewed vehicles have

1 As can be discerned in, for example, the description of the battle of Poltava in 1709 where Dr Englund states the difference between
the Swedish Army Doctrine of the time that emphasized manoeuvre over fire as opposed to the Russian view where the artillery was
the centrepiece of land battle (Englund, 1995, p.86).
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been used with increased success in missions and tasks such as: monitoring enemy movements,
controlling fire support missions, conducting long range strikes deep into Russian territory, and
combat Russian naval combat operations. The latter will most likely have an impact on naval war
theory, as the Ukrainian navy has been minimal for the duration of the war but still able to eliminate
close to a third of the Russian Black Sea Fleet (Forsvarsmakten, 2024, p.5).

The progress in Ukrainian warfare is impressive and stands in contrast to the rigid structures of
Russian command and control. The use of EW is comprehensive on both sides and uncrewed vehicles
have become a strong contribution on the battlefield. How such systems are deployed will likely
influence outcomes also in future warfare.

Discussion

This paper is intended to present a Scandinavian perspective on lessons learned from Ukraine
and to connect these observations to some evident gaps in the classical military thinking taught in
Western military for close to a century. Furthermore, this work attempts to point out topics and
development of interest with regard to effective future combat operations enhanced by EW.

One immediate observation is how much there is to learn from the ongoing war in Ukraine.
Amongst its western friends and partners Ukraine is the only country in modern time engaged in a
conventional war with a peer or near peer nation. Ukraine achieves a unique edge when it comes to
experiences from utilizing military innovation, perseverance in the face of severe challenges, and
adaptability of tactics and technology to fit a new kind of warfare.

Considering the rapid development in the enhanced and distributed use of EW, it is interesting
to ask how to make the best use of technology while still maintaining the essence of the classic
conduction of combat operations and war in general. Is it at all possible or do we need to replace the
old thinkers?

The war in Ukraine serves as an example of contemporary modern warfare where most of the
world as of now is in deep amaze with regard to the utilisation of EW, uncrewed systems (weapons
and sensor systems alike), and yet, simultaneously, somewhat surprised by the resurrection of trench
warfare. This new kind of warfare has similarities with what scholars thought would be the case with
“the next war” but it is still very different because of the combination between old and new: soldiers
in trenches driving the use of cutting edge sensors and rapidly developed remote controlled weapons.

Despite deployment of new technology, operations conducted by both Ukraine and Russia have
shown no observable signs of warfare by implementation of novel operational concepts or principles
(Forsvarsmakten, 2024). The notion that development of such operational principles are inherently
difficult to achieve is a motivator for this paper. Drawing conclusions about suitable novel operational
concepts based on lessons learned from Ukraine is challenging, as they indicate a shift in tactical
approaches, especially with regard to ground warfare.

Dispersed combat actions have proven to be a successful approach to maximise survival on the
battlefield. The classical concentration of forces in close proximity to assault targets operations as
per pre 2022 is likely to result in the demise of said forces today due to enemy fires already in an
early stage of an assault. This comprises an operational and tactical problem for most military
planners and thinkers, and should provide a severe problem for the Russian Ground Forces in
particular, given their rigid command structures.

The Russian way of war is top heavy when it comes to command and control and the Russian
planning process, preferably with maskirovka (with a severe degree of OPSEC), in conjunction with
top heavy C2 (Ulfving, 2000, p.97) is what could diplomatically be put as “rigid”. If one were to
combine these factors with elements of “fog of war” and a transparent battlefield forcing each side to
conduct dispersed combat actions if not to lock horns in a battle of attrition along the contact line,
then achieving the necessary tactical dynamics could prove to be difficult for the Russian Armed
Forces. At the same time, Lars Ulfving (2005, p.128) explicitly warns about making wrong decisions
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and thereby commit hazardous mistakes based on a view of Russian tactical unsophistication.

The Russian art of war is based on the notion that the operational level is where strategic goals
are met and therefore flexibility is prioritized on the operational level, not at the tactical level.
Flexibility and swiftness on the operational and strategic level requires extreme simplicity on the
tactical level according to the Russian point of view (lbid, p.128, p.149). That said, Russian losses
will probably stay at the high levels of today even in the next war, due to unsophisticated tactics and
a rigid C2-system, a rigidity that can be exploited by EW and socio-technical measures ensuring a
more refined and swift OODA-loop. This is where the Russian Armed Forces are weak, and have
been historically as well: their rigid C2-system that minimizes the allowance for initiative on lower
levels due to requirements for simplicity on the tactical level to enable flexibility and tempo on the
operational and strategic level. EW can provide an edge in order to dazzle and delay enemy actions
and reactions thus enabling the own sides combat actions to deliver decisive blows on a tactical level
where the enemy is weak C2-wise. If ones operational OODA-loop is swift enough and tactical blows
can be dealt, Russian operational flexibility will be unable to remedy the lack of tempo and flexibility
on the tactical level. As Mission Tactics are close to being interpreted as a tropical fruit in Russia,
this can be exploited.

EW can contribute to enhanced Situational Awareness, adding speed and diligence for OODA-
loop(s). As EW can also be used to hamper the enemy’s C2 systems and OODA-loops, how the terrain
can inflict upon combat operations supported by EW measures becomes an important question. As
this paper aims to describe a Scandinavian perspective on the value of EW in Contemporary Warfare,
certain considerations needs to be made with regard to the implications of the terrain in, primarily but
not exclusively, Land Warfare Operations.

The terrain in Sweden and neighbouring countries such as Norway and Finland are quite
different from the landscape in Ukraine. Certain similarities with Ukraine can be found in the Baltic
Countries, the countryside is relatively flat with a large degree of farmland, which historically is
deemed favourable for armoured warfare, something that the war in Ukraine has started to question
due to the impact of EW in combination with a swift and decisive use of direct and indirect fires.

Experiences from military operations in for example the northern parts of Finland date back to
the Second World War (Siilasvuo, 1999). The terrain in these parts of Finland can be quite similar to
large parts of northernmost Sweden and Norway but also Russian territory at the same latitudes. The
landscape consists to a large degree of forests and damp “marshes” and established durable roads are
scarce, thus confining advancing troops as well as following logistics to these roads which in turn
exposes these formations to risk by e.g. light infantry, ranger and Special Operations units and
following indirect fires. This was proven during the Finnish Winter War 1939-1940 and was also
built upon in Swedish, Norwegian and Finnish defence planning and preparations during the Cold
War. The enhanced utilisation of uncrewed systems and EW capabilities further supports this
approach as well as constrains the just mentioned ranger tactics as the degree of survivability most
likely will depend on how well these factors are understood and tactically implemented. The ability
to maintain the initiative in spite of the new spectrum of threats that is presented by the systems and
capabilities manifested in Ukraine as this is written will be instrumental to achieve victory on the
battlefield.

The naval and aerial combat will have corresponding challenges. From a navy perspective the
former use of the archipelagic terrain as a means of cover and concealment might be questioned to
some extent, especially with regards to SPACEINT/IMINT. New emerging threats from USVs and
UUVs need to be countered to avoid strikes like the severe blows the Russian Black Sea Fleet has
suffered since 2022.

Control of the airspace has been a key factor for almost a century, who controls the sky controls
much of the success of military operations. This is true today as well and most likely will be true also
in the next war (Forsvarsmakten, 2023, p16). EW and uncrewed systems can deliver an edge in this
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regard but nevertheless, aerial combat operations will enable military operations as a whole. The
aerial combat operations will need to consider events on the ground to a larger extent than before due
to the increasing sensor coverage that will limit the ability deploy in the countryside using roads
etcetera. This is still a viable approach but must also take into consideration the increasing threat
posed by enemy UAVs and long range fire missions that supported by COMINT, SIGINT and
SPACEINT will force ground crews and operational planners to plan for a greater movability than
previously. Signature dependency is therefore something that not only applies to army units but also
Air Force ground assets.

As has been shown in Ukraine the traditional sense of warfare with rear areas and a frontline is
still viable but there is also an increased “grey area” that covers a larger part of the operational area
as the enemy projects a threat by indirect and long-range fires against multiple targets and population
centres over time and space. This will probably affect combat operations in the high north as well,
possibly with a slightly lesser impact due to the decrease in satellite coverage above certain latitudes.
However, satellite coverage increases continuously and it is still unclear how the current deficiency
will be addressed and countered in the years to come.

It can be argued that EW as a concept has been widened when it comes to the implication not
only for EW units but for all units participating in combat operations regardless of the principal
domains. This is also an argument for Multi Domain Operations (MDQO) as the tempo in combat
operations increase and the domains will be more and more entangled with regard to Command and
Control, and the need for further distribution of sensor coverage and sensor data. A further impacting
factor is the increase in range and precision for certain types of weapon systems which in turn has an
impact on the threat level over a larger portion of the operational area. In the Swedish context, which
can be seen as somewhat more geographically constrained, the classical dimensions of Land, Sea and
Air Warfare therefore seems to be more interlinked by default, thus implying that MDO might be
viewed as an existing relevant option and not only driven by a NATO strategic narrative.

Lastly, it is worth mentioning that Russia puts a great deal of importance not only into its
capability to operate with severe indirect fire support but is also deemed to do so with the use of
nuclear weapons (Osflaten, 2023, p.63). Russian doctrine is quite explicit with regard to the option
of first strike capabilities (Ulfving, 2005, p.69). EW will have a role to play also in this aspect, for
example regarding the measures and countermeasures for certain long range weapon systems, and the
denial of communication and coordination of nuclear assets en route or even before launch.

Conclusion

The ongoing war in Ukraine clearly shows that some parts of contemporary warfare stays
constant in line with the way that wars have been fought for the past several hundred years. Fire and
manoeuvre is still what brings victory on the battle field in combination with the ability to gain cover
and protection, either by using fire and/or manoeuvre or by increasing ones protective stance by other
means. Manoeuvre and armoured warfare will still play a role in ground warfare for several years to
come, however the classical approach of concentration and breakthrough will probably need a
doctrinal revisit for most countries due to several technological breakthroughs, and this is where EW
comes in as a strong factor.

EW provides an armed force with an edge, in many ways because of the close link between the
EW and intelligence communities in most countries. Data and knowledge is king and can, to some
degree, trump the strengths of classical warfare. EW measures can, and have for the past three years
in Ukraine, be exploited to achieve an advantage over the opponent’s conventional strike forces.

Recommendations

The authors recommend further studies regarding how to conduct successful, long term, combat
operations on a higher tactical and strategic level. These studies will likely prove to be most valuable
on the future battlefield and, if correctly conducted, will also have a great impact not only with regard
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to manoeuvre and tactics but also with regard to logistics, combat logistics, command and control and
other enabling subjects.
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Anoranis. CipoMoXXHOCTI pajioenekTpoHHoi 6opote6u (PEB) mpomeMoHCTpyBanmu CBOO
epeKTHBHICTh Ha TOJIX 000 B YKpaiHi B Macmrabax, SKMX padime He crocrepiramocs. Lle
CTOCYETBhCS TOBITPSHUX, MOPCHKMX 1 Ha3eMHHX Omepaliii, a TakoX Mdii y KOCMI4HOMY,
KiOepHeTHUYHOMY Ta iH(OpManiiHOMYy mpocTtopax. [HpopmamiliHa mepeBara 3HOBY MHiATBEpAWIIA
CBOIO IIIHHICTh HABITh HAa TAaKTHYHOMY piBHI 3aBIsKM po3nomiuieHuM cucremam PEB. OgamMm i3
YMHHUKIB IOTO € IIBUAKHA IIMKJI PO3BUTKY TEXHOJIOTIH, SKUH JO3BOJIMB OOOM CTOpOHAM
BUKOPHUCTOBYBaTH O€3MUIOTHI, a iHOAI W aBTOHOMHI Iuiarpopmu 3 pisHMMH 3acobamu PEB,
HaNPUKJIA PETPAHCIATOPHU Ul 30UTBIICHHS JadbHOCTI PO3BIOKM M 3B’S3KYy, a TaKOX 3aco0u
pamionpuaymeHdss. Y [bOMY KOHTEKCTI IMOCTa€ aKTyallbHE MUTAHHS: SK HUHINIHIA CTPIMKHI
PO3BUTOK MPOSBUTHCA B MalOyTHIX BOEHHHUX KOHQUIIKTaX 1 SIKI YMHHHMKH CIPUATUMYTH alo
00MeXKyBaTUMYTh JOCATHEHHS MepeBaru HajJ MPOTUBHUKOM Yy CTBOPEHHI 1HHOBALIMHUX PIILIEHb Y
cpepi PEB? Mertoro 1i€i cTtaTTi € NOCIIHKEHHS Y3arajlbHEHOTO MOTJIsy Ha OCHOBI BIOKPUTHX
JDKEpeT 11010 OTPUMaHMX YPOKIB 3 YKpaiHu y cdepi onepariil B e1eKTpOMarHiTHOMY CIEKTpl Ta iX
BIUIMBY Ha TaKTUKY i BeJCHHs O0MOBMX 1M y cydacHii BiiHI. BianoBinHO, CTaTTs cripsMoBaHa Ha
ONKC BUKJIHUKIB 1 MOXJIMBOCTEH y MaHOyTHIX BOEHHUX KOH(QUIIKTaX Ha OCHOBI CIIOCTEPEKEHb B
VYkpaiHi Ta IXHBOTO 3aCTOCYBaHHs B apKTHYHOMY KOHTEKCTi. Y JOCIi/DKEHHI 3aCTOCOBAHO METOJ
3arajlkHOTO OTJISIAY 3 AOJaBaHHSM BiliCBKOBOIO KOHTEKCTHOTO aHANi3y Ta MPOrHo3yBaHHsA. OCHOBY
CTAaHOBUTh TEMATHUYHUW aHAJI3 BIIKPUTUX JDKEpes, Hacammepea matepiainiB 30pOWMHUX CHII
Kopomiscrea IllBeris, IlIBeacekoro arentcTBa oboponHmX mociimkenb (FOI) Ta IlIBeacbkoro
areHTcTBa 00OpPOHHOrO MarepianpHOro 3adesneueHHs (FMV). Takum umHOM, poOOTa 3HAYHOIO
Miporo 6a3yeThcst Ha iH(popMalli TphOX He3aIeKHUX 000poHHUX ycTaHOB KopomiserBalllserris.

Ha ocHOBI criocTepekeHb 3a TPUBAJIOK BIMHOIO B YKpaiHi 3p00JjeHO BUCHOBOK, IO Cy4YacHe
OTIEpAaTUBHE CEPEJOBUIIE 3MIHIOETHCS MIBHJKO Ta TOCTIMHO, a HAOyTl y Tpolieci JOCBiAy 3HAHHS €
KJIFOUOBUMHM IS PO3YMIHHS TUHAMIKH Cy9acHOi Ta MailOyTHBOI BiiiHU. BUHHMKae MUTaHHS: K1 caMe
YUHHUKH CTAaHYTh BUPIIIATIBHUMH 1 K1 YPOKH BUSBJIATHCS HAUIIHHIIIUMHA y pa3i iX 3aCTOCYBaHHS JI0
OOMOBHX JIili B apKTUYHOMY PErioHi?

KurouoBi ciaoBa: pamioenekTpoHHa OopoTh0a, omepailii B €JICKTPOMArHiTHOMY CHEKTPi,
O€3IIJIOTHI CUCTEMH, CydacHa BiifHa, CTPIMKHI pO3BHTOK, IHHOBAIIl1, ApKTHYHI OIepartii.
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